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THE GENERAL DATA PROTECTION
REGULATION AND CALIFORNIA
CONSUMER PRIVACY ACT:
THE ECONOMIC IMPACT AND FUTURE OF
DATA PRIVACY REGULATIONS
ChristopherBret Alexander*

I.

INTRODUCTION

The right to privacy in the United States, at least as compared
to the European Union, has not adequately developed to meet the needs
of consumers in the age of technology. 1 Informational privacy, that is,
protection not only from governments but also from businesses, is an
important issue in the 211 century. 2 The European Union recently

*Christopher Bret Alexander, M.B.A., J.D. Candidate, May 2020, Villanova
Charles Widger School of Law. I would like to thank my Villanova Law Professor
Doris DelTosto Brogan for her insightful, thought provoking and interactive lectures
in my Data Privacy and Legal Ethics courses. I was very fortunate for the
opportunity to learn, ask questions, and seek mentorship from such a profound legal
scholar during my educational experience at Villanova University. Further, I
dedicate this comment to my undergraduate and graduate Jesuit education at Saint
Joseph's University. The Jesuit teachings fostered my personal development skills
and inspired my professional leadership qualities. As such, I aspire to be a future
agent of change and to be more like Saint Ignatius of Loyola, who went forth and
"set the world on fire."
1See The Editorial Board, Why is America So FarBehind Europe on Digital

Privacy?,

N.Y.T.

(June

8,

2019),

https://www.nytimes.com/2019/06/08/opinion/sunday/privacy-congress-facebookgoogle.html (emphasizing no protection in U.S. compared to E.U.).
2 See What does privacy mean?, INTERNATIONAL ASSOCIATION OF PRIVACY

PROFESSIONALS, https://iapp.org/about/what-is-privacy/ (last visited Feb. 20, 2020)
("Information privacy is the right to have some control over how your personal
information is collected and used").

199

Loyola Consumer Law Review

[Vol. 32:2

implemented the General Data Protection Regulation ("GDPR") 3 and,
shortly thereafter, the state of California followed their lead on data
privacy regulations with the passage of the California Consumer
Privacy Act ("CCPA"). 4 Both of these data privacy laws strive to
solidify the rights of consumers, but at a cost. 5 The implication of new
regulations on an unregulated and booming industry, like Big Data,
will undoubtedly have serious ramifications on the economy. 6
Businesses will need to spend a great deal of finite resources - time,
effort, and money - in order to effectively and efficiently comply with
the similar, but different laws. 7 In the United States, states are debating
their own data privacy regulations, similar to that of California's,
which will undoubtedly make compliance even more complex and
costly. 8 In response to growing concerns of overregulation, Big Data
3 See generally Regulation (E.U.) 2016/679 of the European Parliament and the

Council of 27 Apr. 2016 on the Protection of Natural Persons with Regard to the
Processing of Personal Data and on the Free Movement of Such Data, and Repealing
Directive 95/46/EC (General Data Protection Regulation), 2016 O.J. (L 119/1),
[hereinafter referred to as the GDPR] available at https://gdpr-info.eu/ (last updated

Feb. 20. 2020).
a See generally Cal. Civ. Code § 1798, [hereinafter referred to as the CCPA]
at
available

http://leginfo.legislature.ca.gov/faces/codes displayText.xhtml?lawCode-CIV&div
ision=3.&title=1.81.5.&part-4.&chapter=&article= (last updated Feb. 20, 2020).

5 See Alan McQuinn and Daniel Castro, The Cost ofan UnnecessarilyStringent
Federal Data Privacy Law,

INFORMATION

TECHNOLOGY

&

INNOVATION

FOUNDATION (Aug. 5, 2019), https://itif.org/publications/2019/08/05/costsunnecessarily-stringent-federal-data-privacy-law (summarizing costs to business for
data protection laws); contra Robert Gellman, Privacy, Consumers, and Costs: How
The Lack of Privacy Costs Consumers and Why Business Studies of Privacy Costs
are Biased and Incomplete, ELECTRONIC PRIvACY INFORMATION CENTER (Mar. 26,

(summarizing costs to
2002), https://www.epic.org/reports/dmfprivacy.html
consumer for lack of data protection laws).
6 See generally Data Protection: What is the problem?, PRIVACY
INTERNATIONAL, https://privacyintemational.org/learn/data-protection (last visited
Feb. 20, 2020) ("As a result, innovations in policy and technology, private and public
sector data practices, are largely left unregulated and unchecked, and this will have
significant implications for rights of individuals, as well as for the development of

the economies and societies.")
I See Ponemon Institute, The True Cost of Compliance with Data Protection
Regulations,
GLOBALSCAPE
(Dec.
2017),
https://dynamic.globalscape.com/files/Whitepaper-The-True-Cost-of-Compliancewith-Data-Protection-Regulations.pdf (reviewing compliance costs).
8 See Lauren Feiner, Calfornia'snew privacy law could cost companies a total
of $55
billion to get in compliance,
CNBC (Oct.
5, 2019),
https://www.cnbc.com/2019/10/05/california-consumer-privacy-act-ccpa-could-
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companies are lobbying the federal government to intervene and
preempt future state regulations. 9 The growing possibility of federal
legislation will likely lower compliance costs and maximize growth
rates for businesses; however, lawmakers must appropriately balance
the interests of businesses with the needs of consumers to ensure
privacy rights are upheld.' 0

II.

BACKGROUND

Privacy is a complex theoretical concept to discuss and an even
more complex concept to regulate in practice.I' The right to privacy
has evolved to include informational privacy, which is one of the most
pressing issues of the 2 1 st century.12 The United Nations ("U.N."),
United States ("U.S."), and European Union ("E.U.") are attempting
to ensure regulations adequately address technological advances to
protect the rights of consumers. 13 First, the United Nations ratified the

cost-companies-55-billion.html (estimating high cost of California's privacy law);
see also Michael Beckerman, Americans Will Pay a Pricefor State Privacy Laws,
N.Y.T. (Oct. 14, 2019), https://www.nytimes.com/2019/10/14/opinion/stateprivacy-laws.html (noting high cost and potential inefficiency of state by state
privacy laws).
9 See Tim Henderson, States Battle Big Tech Over Data PrivacyLaws, PEW RES.
CENTER
(July
31,
2019),
https://www.pewtrusts.org/en/research-andanalysis/blogs/stateline/2019/07/31/states-battle-big-tech-over-data-privacy-laws
(noting lobbying efforts against state privacy laws); see also Cecilia Kang, Tech
Industry Pursuesa FederalPrivacyLaw, on Its Own Terms, N.Y.T. (Aug. 26, 2018),
https://www.nytimes.com/2018/08/26/technology/tech-industry-federal-privacylaw.html (noting lobbying efforts for federal privacy law and against state privacy
laws).
1

See Caitlin Chin, Highlights:The GDPR and CCPA as benchmarksforfederal

privacy

regulation,

BROOKINGS

INSTITUTE

(Dec.

19,

2019),

https://www.brookings.edu/blog/techtank/2019/12/19/highlights-the-gdpr-andccpa-as-benchmarks-for-federal-privacy-legislation/ (advocating for uniform federal
regulation).
11 See Judith DeCaw Privacy, THE STANFORD ENCYCLOPEDIA OF PHILOSOPHY
(Spring 2018), https://plato.stanford.edu/archives/spr2O18/entries/privacy/ (noting
theories).
12 See Julian Hauser, The evolution of the concept of privacy: The American

revolution, to Big Data and the internet of things,
2015) at 20-21,

SYNERGY MAGAZINE

(Mar. 24,

https://issuu.com/vpmarketing/docs/synergy_57_online_5e09 11 ci a89c2a/21
(describing evolution of applicable privacy concerns from a historical to modern
perspective).

13 See infra notes 14-16 and accompanying text.
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Universal Declaration of Human Rights and recognized the right to
privacy on the international level more than sixty years ago.1 4 Second,
the United States does not have an explicitly defined right to privacy
in the U.S. Constitution but informational privacy has been derived
from many legal sources including Whalen v. Roe, a potential basis for
future federal regulation as the state of California uses its economic
and political power to implement the CCPA.15 Third, the European
Union ratified the European Convention of Human Rights and
recognized the right to privacy within its member states. 16 The varying
approaches to the right to privacy has generated different, but similar
regulatory statutes out of California - the California Consumer Privacy
Act - and out of the European Union - the General Data Protection
Regulation.' 7 Both of these statutes, despite any differences, maintain
an underlying goal of lawmakers and regulators to ultimately balance
the rights of consumer with the interests of businesses. 18
A. The Right to Privacy
The right to privacy is an individuals' freedom to choose
physical seclusion, autonomous decision making, and informational
protection from other people, large corporations, and the
government.1 9 Privacy is an inherently difficult concept to define, let
alone regulate. 0 Historically, privacy was limited to abstract ideas and

14 See infra notes 26-38 (reviewing U.N. efforts to pass data protections and
regulations).
" See infra notes 39-82 (reviewing U.S. efforts to pass data protections and
regulations).
16
See infra notes 83-95 (reviewing E.U. efforts to pass data protections and
regulations).
11 See generally Alice Marini, et al and Gabriela Zanflr-Fortuna, et al, Data
Guidance and Future Privacy Forum, Comparingprivacy laws: GDPR v. CCPA,
ONETRUST DATAGUIDANCE AND FUTURE PRIVACY FORUM (Dec. 18, 2019),
https://fpf.org/wp-content/uploads/2018/1 /GDPR_CCPA_Comparison-Guide.pdf
(providing an overview of both GDPR and CCPA in their entirety, as well as their
similarities and differences).
18 See Tod Newcombe, Privacy in the Balance, GOvERNMENT TECHNOLOGY
https://www.govtech.com/security/Privacy-in-the-Balance.html
2018),
(Sept.
(describing balance between current consumer privacy protection and development
of future technologies).
19 See Daniel J. Solove, ConceptualizingPrivacy, 90 Cal. L. Rev. 1087 (2002).
(discussing privacy as an evolving concept that is theoretically difficult to regulate).
20
See id. (emphasizing difficulties involving regulation of new concepts like
data).

202

2020]

The GeneralData ProtectionRegulation and CCPA

theoretical frameworks about "family, body, and home." 2 1 Over time,
as described by Daniel J. Solove, the concept of privacy has been
extended beyond traditional social norms to be "shaped by culture and
history." 22 As the nature and role of privacy in society today continues.
to develop and progress, privacy law and the protections it affords must
be examined in "specific contextual situations." 23 Therefore, as
technology advances and its potential uses or abuses continue to
progress, the value of privacy cannot be underestimated. 24 Fortunately,
privacy law regulations in the European Union and United States are
attempting to address the challenges of technological advances
coupled with the concerns of informational privacy within their own
respective legal frameworks.2 5
1. The Right to Privacy and the United Nations
The United Nations, founded in 1945 as an international
governing body, set forth a comprehensive "standard of achievements
for all peoples and all nations," known as the Universal Declaration of
Human Rights ("UDHR"). 26 The UDHR was not a legally-binding
treaty, rather the UDHR was adopted simply to define "human rights
and fundamental freedoms" as a founding document for the United
Nations and a guiding document for the international community. 27
Proclaimed in December 1948, the ratification encompassed a wide
variety of rights from life and liberty to unions and voting. 28 Article
See id. at 1132 (discussing a right to be let alone, limited access to
self,
secrecy, control over info, personhood, and intimacy); see also Samuel D.Warren
and Louis D. Brandeis, The Right to Privacy, 4 Harv. L. Rev. 193 (1890) (arguing a
right to privacy).
22 See Solove at 1141 (illustrating need to understand privacy in specific
contexts).
23 See id. at 1229 (discussing how privacy is treated: "identifying, analyzing, and
ascribing value to a set of related dimensions of practices" compared to how privacy
should be treated: "aid in solving problems, assessing costs and benefits, and
structuring social relationship").
" See Louis Menand, Why Do We Care So Much About Privacy?,NEW YORKER
(Jun 18, 2018), https://www.newyorker.com/magazine/2018/06/18/why-do-wecare-so-much-about-privacy (weighing government and business interests against
consumer interests).
25 See infra notes 26-95 and accompanying text.
26 See generally Universal Declaration of Human Rights art. 2, G.A.
Res.
21

217A(III), 3 U.N. GAOR, U.N. Doc. A/810 (1948) [hereinafter referred to as
UDHR].
27 See id. (highlighting purpose of international law document).

28 See id. (describing variety of legal issues).
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12 of the UDHR pertained to privacy, stating "No one shall be
subjected to arbitrary interference with [his or her] privacy, family,
home or correspondence, nor to attacks upon [his or her] honour and
reputation. Everyone has the right to the protection of the law against
such interference or attacks." 2 9 Article 12 was intended to be a broad
interpretation of traditional privacy, including defamation protections,
with the encouragement of government regulations to protect these
privacy rights. 30 Ultimately, the United Nations recognized the
importance of privacy law and intended to provide a legal basis for
government regulations intended to protect citizens against future
privacy concerns. 31
Typically the United States does not ratify treaties with the
United Nations that are legally "binding instruments under
international law" because lawmakers would prefer to avoid any or all
potential conflicts with domestic law, jurisdictional enforcement
issues, and sovereignty worries that may arise. 32 To illustrate the
implications international law, a drug cartel leader named, Humberto
Alvarez-Machain, allegedly murdered a United States Drug
Enforcement Administration agent in 1985.33 At the time, the United
States forcibly abducted Humberto after Mexico refused to assist the
United States with extradition. 34 Humberto was eventually found not
guilty of the criminal charges and subsequently brought a civil lawsuit
alleging his extradition, or lack thereof, was a violation of international
law established in the UDHR.35 In 2004, the Supreme Court granted a
writ of certiorari for Sosa v. Alvarez Machain and determined the
UDHR was not applicable in this case. 36 The Court's holding
reinforced and solidified the United States perspective that the UDHR
is not legally binding and "does not of its own force impose obligations

29 See id. at art. 12 (quoting importance of right to privacy).
30 See id. (describing application of traditional and future implications).
31 See UDHR supra notes 26-30 and accompanying text.
32 See generally Frederic L. Kirgis,, Treaties as Binding International
Obligation, AMERICAN SOCIETY OF INTERNATIONAL LAW, (May 14, 1997),
https://www.asil.org/insights/volume/2/issue/4/treaties-binding-intemationalobligation (describing issues that may arise with international treaties with United
States).
3

See generally Sosa v. Alvarez-Machain, 542 U.S. 692, 124 S. Ct. 2739 (2004).

See id. (discussing issue and facts of case).
3 See id. at 700 (deriving power from Federal Tort Claim Act and Alien Tort
3

Claim).
36

See id. (describing procedural history and application of law in court).
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as a matter of international law." 37 The ruling spared U.S. lawmakers
from additional sovereignty worries, but validated the need to rectify
international disparities of law to uphold and protect, not impede,
privacy rights in the United States. 3 8
2. The Right to Privacy and the United States
The right to privacy is not explicitly stated in the United States
Constitution. 39 In the past, the Supreme Court has implicitly derived
the right to privacy from the First, Third, and Fifth Amendment. 4 0 The
First Amendment provides privacy of beliefs, as illustrated in Stanley
v. Georgia when the Supreme Court held "[o]ur whole constitutional
heritage rebels at the thought of giving government the power to
control [people's] minds." 41 The Third Amendment provides privacy
of the home, as illustrated in Griswold v. Connecticut when the
Supreme Court held "[t]he Third Amendment, in its prohibition against
the quartering of soldiers 'in any house' in time of peace without the
consent of the owner, is another facet of that privacy." 4 2 The Fifth
Amendment provides privileges against self-incrimination, as
illustrated in Miranda v. Arizona when the Supreme Court held "[an
individuals'] right to remain silent unless he chooses to speak in the
unfettered exercise of [his or her] own will."4 3 Additional amendments
like the Ninth Amendment, described as an "eloquent truism" about
implied constitutional rights, and the Fourteenth Amendment, stating
the "notions of liberty" in the Due Process Clause, also provide a basis
for the "zone of privacy."44 The Founding Fathers of America had
tremendous foresight when compiling the U.S. Constitution, however,
the "original intent" of the founders may be outweighed by the need

3 See id. at 735 (distinguishing that some countries do uphold UDHR as
domestic law).

38 See id. (reinforcing need for additional uniform international regulations).
39 See generallyU.S. CONST.

" See infra notes 41-43 and accompanying text.
41 See U.S. CONST. amend. I; Stanley v. Georgia, 394 U.S. 557, 89 S. Ct. 1243

(1969).
42 See U.S. CONST. amend. III; Griswold v. United States, 59 F.3d 1571 (11th

Cir. 1995) (referencing Enablom v. Carey, 677 F.2d 957 (2d Cir. 1982)).
4 See U.S. CONST. amend. V; Miranda v. Arizona, 384 U.S. 436, 86 S. Ct. 1602

(1966).
"See generally Travis Translation, United States Constitution, CONST. LAW
(last visited Feb.
20, 2020) (referencing translations of U.S. CONST. amend. IX and XIV).
REPORTER, https://constitutionallawreporter.com/us-constitution/
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for a "living document" to further derive and justify constitutional
rights. 5
More specifically, the right to privacy is alluded to in the
Fourth Amendment which states "The right of the people to be secure
in their persons, houses, papers, and effects, against unreasonable
searches and seizures, shall not be violated, and no warrants shall issue,
but upon probable cause, supported by oath or affirmation, and
particularly describing the place to be searched, and the persons or
things to be seized." 4 6 The Fourth Amendment provides fundamental
assurances in establishing a "reasonable expectation of privacy" from
the government, as illustrated in Katz v. United States.4 7 In Katz, the
Court held searches and seizures for "people, not places" must be
reasonable in nature. 48 For the most part, current case law pertaining
to privacy law focuses on protecting the rights of physical seclusion
and autonomous decision making from government interference,
rather than informational privacy. 4 9 Going forward, lawmakers should
extend the Fourth Amendment to protect and regulate the personal
information of individuals not only from government but also
businesses. 50
In addition to the Constitution of the United States, each of the
fifty states also have their own individual constitutions. 1
Constitutions in ten states, including the state of California, contain
"explicit provisions concerning the right to privacy." 5 2 The ten states

a See generally Brandon J. Murrill, Modes of Constitutional Interpretation,
CONGRESSIONAL

RES.

SERv.

(Mar.

15,

2018),

https://fas.org/sgp/crs/misc/R45129.pdf (summarizing different perspectives on how
to interpret intentions of signers).
4 See U.S. CONST. amend. IV.
47 See generally Katz v. United States, 389 U.S. 347, 88 S. Ct. 507 (1967).
48 See id. at 351 (describing procedural history and application of law in court).
49 See supra note 41-48 (referencing majority of current case law) and infra note
57 (referencing decision in Whalen v. Roe that helped establish information privacy).
s See Jim Harper, Administering the Fourth Amendment in the Digital Age,
https://constitutioncenter.org/digitalCENTER,
CONSTITUTION
NATIONAL
(last visited Feb. 20, 2020)
privacy/The-Fourth-Amendment-in-the-Digital-Age
(elaborating on potential for a modern digital privacy regulation framework with help
of Fourth Amendment).
II See Robert L. Maddex, State Constitutions of the United States, 2005.
52 See Privacy Protections in the State Constitutions, NATIONAL CONFERENCE
OF

STATE

LEGISLATURES

(Nov.

7,

http://www.ncsl.org/research/telecommunications -and-information(listing
technology/privacy-protections-in-state-constitutions.aspx
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are anomalies, representing one fifth of the states, in the United States
that arguably value an individuals' right to privacy more than the
others. 53 The majority of state privacy protections mirror that of the
Fourth Amendment in the United States Constitution, whereas a
minority of states expand upon the scope of privacy protections with
specific references to privacy.5 1 In particular, under Article I Section 1
of the California Constitution states "All people are by nature free and
independent and have inalienable rights. Among these are enjoying
and defending life and liberty, acquiring, possessing, and protecting
property, and pursuing and obtaining safety, happiness, and privacy." 55
The passage of the CCPA, continuous data breaches, and changing
popular opinion about data privacy will likely result in additional states
amending constitutions and passing regulatory statutes to protect
individuals' privacy rights and interests. 56
3. Informational Privacy in Whalen v. Roe
The basis for the right to informational privacy was suggested,
but not specifically held to be constitutionally protected in Whalen v.
Roe. 57 That case involved a 1972 New York Statute entitled the
Controlled Substances Act ("CSA") 58 that required doctors to
document and track designated "potentially harmful" prescription
drugs, known as Schedule II drugs. 59 At the time, the state of New
Alaska, Arizona, California, Florida, Hawaii, Illinois, Louisiana, Montana, South
Carolina and Washington).
" See id. (emphasizing difference in state law regarding privacy regulations).
5 See id. (discussing similarity of constitutions on state and federal level).
5 See CA CONST. art. I. §1
56
See Nuala O'Connor, Reforming the U.S. Approach to Data Protection and
Privacy,
COUNCIL
ON
FOREIGN
RELATIONS
(Jan.
30.
2018),
https://www.cfr.org/report/reforming-us-approach-data-protection
(warning for
data-driven industries); see also Brooke Auxier and Lee Rainie, Key takeaways on

Americans' views about privacy, surveillance and data-sharing, PEW RES.

CENTER

(Nov.
15,
2019),
https://www.pewresearch.org/fact-tank/2019/11/15/keytakeaways-on-americans-views-about-privacy-surveillance-and-data-sharing/
("Americans are concerned about how much data is being collected about them, and
many feel their information is less secure than it used to be").

" See generally Whalen v. Roe, 429 U.S. 589, 97 S. Ct. 869 (1977).
See generally New York State Controlled Substances Act of 1972, N.Y. PUB.
HEALTH LAW § 3300 et seq. (1976) (citing statute at issue in Whalen v. Roe).
59
See Drug Scheduling, UNITED STATES DRUG ENFORCEMENT AGENCY,
https://www.dea.gov/drug-scheduling (last visited Feb. 20, 2020) (stating "Schedule
II drugs, substances, or chemicals are defined as drugs with a high potential for abuse,
with use potentially leading to severe psychological or physical dependence. These
"
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York was attempting to find alternative ways to remedy the drug abuse
60 Accordingly, the Act
epidemic adversely affecting its population.
required doctors to fill out three copies of an official form with
information including: the name of the prescribing doctor; the name of
the dispensing pharmacy; the name and dosage of the prescription
drug; and the name, address, and age of the patient.61 The doctor was
required to file one of the three form copies with the New York
Department of Health, which would store the information for a period
of five years and guaranteed the information would be protected from
public disclosure. 62
Litigation ensued, alleging the Act was an unconstitutional
breach of an individuals' "zone of privacy" and violated on the
"reasonable expectation of privacy" among doctor-patient
relationships. 63 The Supreme Court identified two different privacy
interests - "the individual interest in avoiding disclosure of personal
matters [and] the interest in independence in making certain kinds of
important decisions."64 That being said, the Court held that "the New
York program does not, on its face, pose a sufficiently grievous threat
65
to either interest" as identified by Justice Stevens. Consequently, the
Court determined the New York Controlled Substance Act was within
the states' policing powers to address the drug epidemic and did not
violate any rights or liberties constitutionally derived from the Fourth
or Fourteenth Amendment. 66
The majority opinion recognized the "threat to privacy implicit
in the accumulation of vast amounts of personal information," but the
Court did not address the possibility of intentional or unintentional
disclosure of data. 67 The Court was primarily concerned with privacy
interests of individuals if information was abused or improperly
drugs are also considered dangerous. Some examples of Schedule II drugs are:
Combination products with less than 15 milligrams of hydrocodone per dosage unit
(Vicodin), cocaine, methamphetamine, methadone, hydromorphone (Dilaudid),
meperidine (Demerol), oxycodone (OxyContin), fentanyl, Dexedrine, Adderall, and
Ritalin.").
* See generally Thomas M. Quinn and Gerald T. McLaughlin, The Evolution
and Present Status of New York Drug Control Legislation, 22 BUFF. L. REV. 705

(1973).

61 See generally Whalen, 429 U.S. 589.
62 See 429 U.S. 589 (discussing doctor requirements under New York CSA).
63 See id. at 598 (referencing U.S. CONST. amend. XIV and IV).
6 See id. at 599-600 (identifying two different privacy interests).
65 See id. at 600 (deciding New York CSA was not unconstitutional).
6

See Whalen, 429 U.S. 589 (citing Palko v. Connecticut, 302 U.S. 319 (1937)).

67 See 429 U.S. 589 at 605 (disregarding differences in data collection types).
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disclosed by the government, not private entities. 68 Interestingly,
Justice Brennan's concurrence was skeptical about the use of a central
computer for storing data and worried about the potential for
increasing the risk of data breaches. 69 Moreover, Justice Stewart's
concurrence referenced Katz when the Court held "the Constitution
affords protection against certain kinds of government intrusions into
personal and private matters, [but] there is no 'general constitutional
right to privacy."' 70 In retrospect, Whalen v. Roe laid the foundation
for a right to informational privacy in the form of statutory regulations
for individuals not only from government, but also private entities. 71
4. The State of California as a Major Trendsetter
California is the largest economy in the United States and the
fifth largest economy in the world. 72 The $2.7 trillion economy is
driven by its nearly 40 million residents who contribute to the states'
Gross Domestic Product ("GDP") 73 when they consume or use the
goods and services from businesses, such as Big Data companies
headquartered in Silicon Valley. 74 The state of California has the
largest population in the United States, as a result, the state has the
opportunity to vote for 53 out of the total of 435 United States
Representatives. 7 5 Therefore, due to the large size of its population
68 See id. (focusing on government not business concerns).
69

See id. (noting difference between entities affected).

70 See Whalen, 429 U.S. 589 at 608. (referencing concurring decision).
71 See Mary D. Fan, ConstitutionalizingInformationalPrivacy by Assumption,
14 U. PA. J. CONST. L. 953 (2012) ("The only case that gave the Court significant
pause - and the genesis ofthe assumed right - was the earliest case, Whalen v. Roe");
see also Fred H. Cate and Beth E. Cate, The Supreme Court and informationPrivacy,

INTERNATIONAL

DATA

PRIVACY

LAW

(Nov.

2012)

at

255-267,

https://doi.org/10.1093/idpl/ips024 (providing Whalen v. Roe overview).
72 See Lisa Marie Segarra, California'sEconomy is Now Bigger than all of the
U.K. Fortune, FORTUNE (May 5, 2018), https://fortune.com/2018/05/05/californiaone
of largest
(describing
fifth-biggest-economy-passes-united-kingdom/
economies).
" See Will Kenton, Gross Domestic Product- GDPDefinition, INVESTOPEDIA
(Oct. 22, 2018), https://www.investopedia.com/terms/g/gdp.asp (defining GDP).
74
See
California
Population,
WORLD
POPULATION
REVIEW,
http://worldpopulationreview.com/states/california-population/ (last visited Feb. 20,
2020) (showing California's population at roughly 40 million residents).
" See generally California Members
of Congress, GOVTRACK,
https://www.govtrack.us/congress/members/CA#representatives (last visited Feb.
20, 2020) (illustrating 12% Representatives in the U.S. Representative are from

California).
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and vast scale of the economy, California has the ability to
significantly influence wide spread policy creation or alterations of
other states privacy standards and generate much needed discussions
76
about future data privacy legislation on the federal level.
In 1963 California became the first state to adopt the recovery
theory of strict product liability, "a legal rule that says a seller,
distributor or manufacture of a defective product is liable to a person
injured by that product regardless of whether the defendant did
7 7 In
everything possible to make sure the defect never happened."
Greenman v. Yuba Power Products, Inc. the California Court ruled in
favor of the injured plaintiff, or consumer, instead of the defendant, or
business, on the basis of strict product liability. 7 8 Following the ruling,
the California state legislature and its respective administrative
agencies enacted some of the strictest car and product safety
regulations. 79 The majority of states followed California's lead and
now recognize strict liability for defective products following the
Greenman decision. 80 California has been and will continue to be a
leader in the nation for consumer protection standards starting with
strict liability. 81 Thus, the California Consumer Privacy Act is
expected to affect not only other states seeking to model their own data
privacy regulations similar to that of California's, but also impact

76 See Brent Snaveley, California won't budge on tough auto regulations,
2017),
24,
(Mar.
PRESS
FREE
DETROIT

https://www.freep.com/story/money/cars/2017/03/24/california-plows-aheadtough-auto-regulations/99564450/ (providing example of car emission law).
77 See Coulter Boeschen, Strict Liability Rules and Defective Products,
ALLLAW.COM, http://www.alllaw.com/articles/nolo/personal-injury/strict-product-

liability-laws.html (last visited Feb. 20, 2020) (defining strict liablity).
78 See Greenman v. Yuba Power Prods., Inc., 377 P.2d 897 (1963) (involving a
lawsuit over a chain saw malfunction injury that resulted in California adopting strict

liability).
79 See Snaveley supra note 76 (reaffirming continued efforts to heavily
regulate);

see

also

About

Us,

CONSUMER

https://consumercal.org/about-cfc/about-us/
(discussing consumer rights in California).
80

(last

FEDERATION

visited

on

OF

Feb.

CALIFORNIA,

20,

2020)

See Saylor Acad, Historical Basis of Strict Liability, LAW FOR
https://saylordotorg.github.io/text_law-for(2012),
ENTREPRENEURS
entrepreneurs/s10-04-strict-liability.html (describing historical development of strict
liability among states).
81 See Snaveley supra note 76 (addressing California's ability to lead on issues).
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nearly every business that engages in interstate commerce with
California. 8 2
5. Right to Privacy and the European Union
The European Union and its citizens, unlike the United States
and its citizens, reap the protection and benefits of an explicit right to
privacy. 83 In 1991, after years of coalition, the European Union was
formally established with the Maastricht Treaty as an international
confederation of member states similar to United States. 84 Today, the
European Union is a political and economic governing body that
consists of twenty-seven member states with a unified Parliament,
Central Bank, and other shared government entities.8 5 The source of
European Union law is derived from treaties, each of which, all of the
member states agree to implement and follow as a condition for
membership. 86 The treaties establish a basis for governance, which
allows the European Union Parliament to pass regulations that must be
ratified or uniformly altered by each of the member states' own
respective Parliaments. 87 In recent years, the European Union has
come under scrutiny for overregulation; however, European Union
leaders argue the short term economic costs will lead to long term
economic opportunities for businesses and emphasize the importance
of managing unique personal identities and the safe use of new
technologies. 88
82 See Tim Day Harold Kim, U.S. Chamber Privacy Comments on California
ConsumerPrivacy Act Rulemaking, U.S. CHAMBER OF COMMERCE (Mar. 8, 2019),
(emphasizing effect on interstate commerce and economic prosperity that requires
federal privacy law).
83 See infra note 90 (citing ECHR) and infra note 92 (citing FREU).
84 See The Editors of Encyclopedia Britannica, Maastricht Treaty,
ENCYCLOPEDIA BRITANNICA, https://www.britannica.com/event/Maastricht-Treaty
(last updated Jan. 19, 2020) (explaining how Maastricht Treaty is attributed to
inception of European Union).
" See Matthew J. Gabel, European Union, ENCYCLOPEDIA BRITANNICA,
(last
https://www.britannica.com/topic/European-Union/The-euro-zone-debt-crisis
Union).
in
European
states
of
member
governance
(explaining
updated Jan. 31, 2020)
86

See id. (discussing source of binding law for all member states).

87 See id. (discussing European Parliamentary systems).
88
See Nic Fildes, Europe 's telecoms groups warn over regulation,FINANCIAL TIMES
https://www.ft.com/content/6e55ad82-alf4-11e7-b7972017),
25,
(Sept.
b61809486fe2 (indicating you can't put a price on protecting rights).
88 See Nic Fildes, Europe's telecoms groups warn over regulation, FINANCIAL
TIMES (Sept. 25, 2017), https://www.ft.com/content/6e55ad82-alf4-11e7-b797b61809486fe2 (indicating you can't put a price on protecting rights).
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The European Union identifies two specific treaties used to
derive privacy protections - the European Convention of Human
Rights, as well as, the Lisbon Treaty and the Charter of Fundamental
Rights of the European Union. 89 In 1953, following the guidance of
the United Nations and the ratification of the UDHR, the European
Union implemented its own European Convention of Human Rights
("ECHR"). 90 Under Article 8 of the ECHR, "everyone has the right to
respect for [their] private and family life, his home and his
correspondence," subject to certain restrictions. 9 1 More recently, the
ratification of the Lisbon Treaty and Charter of Fundamental Rights of
the European Union ("FREU") in 2000 explicitly included not only the
right to privacy, but the right to informational privacy concerning "the
protection of personal data." 92 The explicit right to informational
privacy as a fundamental right was arguably ahead of its time, even to
this day, with substantial implications on the global economy and
international legal community. 9 3 The FREU undoubtedly fostered the
development and passage of privacy regulations in the European
Union, today in form of the GDPR. 94 The European Union, much like
the state of California, recognizes the right to privacy and legislates
accordingly because it "prides itself on the extensive privacy
protections it affords its citizens." 95
89 See infra notes 90-95 and accompanying text.

90 See

generally EUROPEAN CONVENTION FOR THE PROTECTION OF HUMAN

RIGHTS AND FUNDAMENTAL FREEDOMS (1950) at art. 10 [hereinafter referred to as

ECHR].
91 See id. at art. 8(b) (stating "There shall be no interference by a public authority
with the exercise of this right except such as is in accordance with the law and is
necessary in a democratic society in the interests of national security, public safety
or the economic well-being of the country, for the prevention of disorder or crime,
for the protection of health or morals, or for the protection of the rights and freedoms
of others").
92

See generally CHARTER OF FUNDAMENTAL RIGHTS OF THE EUROPEAN UNION

(2000) at art. 8 ("everyone has the right to the protection of personal data concerning
him or her") [hereinafter referred to as FREU].
93 See Gloria Fuster Gonzale and Raphael Gellert, Thefundamental right ofdata
protection in the European Union: in search of an unchartedright, INTERNATIONAL
REVIEW
OF
LAW
AND
TECHNOLOGY
(Mar.
2012)
at
73-82,
https://www.researchgate.net/publication/254294660_The_fundamental_right_of_d

ata~protection intheEuropeanUnioninsearchofanuncharted-right
(emphasizing new regulations for a relatively new or newly developed right will have
major implications).

94 See id. (describing development of privacy rights in Europe).
9 See Beata A. Safari, IntangiblePrivacyRights: How Europe'sGDPR Will Set
a New Global Standardfor PersonalData Protection, 47 SETON HALL L. REv. 809
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III.

ANALYSIS

-

The analysis will consist of a brief, but comprehensive review
of the General Data Protection Regulation and the California
Consumer Privacy Act, their respective privacy protections and policy
ramifications. The analysis will also review the implications of the
GDPR on Brexit and the CCPA on federal preemption before
analyzing the economic implications of regulations on the economy
for better or worse.
A.

GeneralDataProtectionRegulation ("GDPR ")

The GDPR is a legally binding law on the European Union and
its economic counterparts. 96 The GDPR repeals and replaces the
guiding principles of Data Protective Directive with regulations to
achieve and uphold the right to privacy in the European Union. 9 7 The
European Union Parliament intended to create a comprehensive
approach to modern day privacy issues with a list of rights, procedures,
remedies, and violation fines. 9 8 The GDPR has led to significant
changes with the intersection of law and business, including the right
to breach notifications, right to access, right to be forgotten, right to
data portability, and data protection officers. 99 Today, the European
Union is willing work with the United Kingdom during its transitional
"Brexit" phase to mitigate the potential cost of compliance for
100
businesses and consumers.
1.

GDPR Background - Data Protective Directive and Safe
Harbor Agreement

The GDPR repeals the Data Protective Directive 95/46/EC
("DPD") passed on October 24, 1995 when technology and its
capabilities were still in the early stages of development.101 The DPD
applied to entities located within the European Union and merely
recommended guidance standards for companies to uphold rights
(2017) ("difference between valuing liberty, for Americans, and dignity, for
Europeans").
96 See generally GDPR, supra note 3 and accompanying text.
97 See infra notes 91-105 and accompanying text.
98

See infra notes 111-115 and accompanying text.

99 See infra notes 116-131 and accompanying text.
See infra notes 145-151 and accompanying text.
101 See generally Directive 95/46/EC of the European Parliament and of the
Council, OFFICIAL J.L. 281 (1995) [hereinafter referred to as DPD].
100
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pertaining to an individual's personal information, as well as, the free
circulation of data.' 0 2 Following the passage of DPD, the United States
worked with the European Union to create the U.S.-E.U. Safe Harbor
Agreement of 2000.103 The United States Department of Commerce
worked with the European Union to ensure the seven principles of the
framework were being adequately upheld by voluntarily participating
companies, or companies could develop their own self-regulatory
programs in accordance with the framework.10 Today, the framework
is no longer a suggestion for companies doing business in the European
Union or with its citizens, but legally enforceable principles
incorporated into the GDPR. 0 5
In 2015, the U.S.-E.U. Safe Harbor Agreement of 2000 was
overturned by the European Court of Justice "in the wake of the
revelation of U.S. government surveillance programs following public
of classified material by former N.S.A. contractor Edward
Snowden." 106 For over a year, there was uncertainty about the future
of data protection until the United States and the European Union
revised and replaced the Safe Harbor with the Privacy Shield of
2016.107 The Privacy Shield which was designed to ensure the E.U.
sufficient data security while maintaining open transport for data and
102 See id. (illustrating a continuous need for balance).
103 See Safari, supra note 95 (noting timeline).
104 See id. (describing how United States and European Union officials work
together to protect rights of citizens via non-legally binding international law
recommendations).
' See generally GDPR, the End of Safe Harbor, and What it Could all Mean
for Businesses, NEFIBER, https://www.nefiber.com/blog/gdpr-changes-safe-harbormean-businesses/ (last visited Feb. 20, 2020) (listing seven principle: "(1) Notice:
The purpose behind data collection and usage must be fully disclosed; (2) Choice:
Opt-out opportunities must be provided to all individuals, and sensitive information
must require an opt-in; (3) Onward Transfer: All future data transfers must follow
Safe Harbor Privacy Principles or another comparable directive; (4) Security:
Information must be adequately protected; (5) Data Integrity: All personal data
gathered must be relevant, and the data's reliability should be verified; (6) Access:
If an individual's personal information has been gathered, they must have the right
to access and modify or remove inaccurate information; (7) Enforcement: The
compliance of these rules by each organization must be feasible - with sanctions
readily available to be handed out to those who do not follow through on their data
privacy commitments").
11 See Daniel Alvarez, Safe Harbor is Dead; Long Live the Privacy Shield?

A.B.A.,

(May

20,

2016),

https://www.americanbar.org/groups/business-law/publications/blt/2016/05/09_alv
arez/
10
' See id. (noting uncertainty in regulatory compliance).
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commerce for the United States. 108 Similar to the Safe Harbor, the
Privacy Shield focused on three main issues: handling Europeans
personal data, U.S. government access to data, and protection of
citizens' rights in the European Union. 109 The Privacy Shield complied
with the DPD, not the GDPR, and would no longer be relevant for
international data regulations.1 1 0
During this time period, the European Commission set out to
"harmonize data privacy laws across Europe, protect and empower all
E.U. citizens' data privacy, and reshape the way organizations across
the region approach data privacy" starting in 2012.111 After years of
planning, the European Union Parliament voted and passed the GDPR
in 2016.12 After two years of preparation for. regulators and
companies the GDPR was implemented on May 25, 2018 to ensure its
data privacy regulations were "fit for the digital age." 1 13 At this time,
the United States does not have plans to redo the Privacy Shield
agreement with the European Union because the GDPR is legally
binding authority, unlike the DPD recommendations that lacked

108 See Safari, supra note 95 (discussing the new and improved purpose of the
Privacy Shield after the Safe Harbor); see also Martin Weis and Kristin ArchickUSEU DataPrivacy:From Safe Harborto Privacy Shield, CONGRESSIONAL RES. SERv.
(May 19, 2016) (explaining Safe Harbor was null and void after the E.U. took issues
with security surveillance concerns from U.S., agreement was redrafted and renamed

Privacy Shield).
109

See Alvarez, supra note 106 (discussing safe harbor and subsequent privacy

shield).
1" See Safari, supra note 95 (explaining distinctions between directions and
regulation: "Directives are broad, goal driven pieces of legislation which provide
guidelines for Member States implementation, but depend on the independent
passage of a law in every Member States within a designated period of time.
Regulation are narrow, specific pieces of legislation which become immediately
enforceable - and binding - in every Member State without implementing a law in
each State").
11 See generally GDPR, supra note 3 and accompanying text.
112
See generally, European Comm'n Press Release IP/15/6321, Agreement on
Comm'n's EU data protection reform will boost Digital Single Market (Dec. 15,

2015).
113 See id. (noting commentary).
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jurisdictional authority.1 4 If companies do not comply with the GDPR
there are hefty fines to pay." 5
2. GDPR Privacy Protections
The GDPR regulates a wide array of entities in order to protect
individuals' right to privacy.116 The GPDR regulates data controllers
and data processers that process personal data within the European
Union or process European Union data subjects' personal data outside
the European Union with the offering of goods and services.11 7 The
GDPR has a far greater jurisdictional reach than the CCPA, essentially
affecting all companies regardless of location who provide products or
services to citizens of the European Union.118 The GDPR protects data
subjects, who are identifiable persons to which personal data can
relate.1 19 The GDPR provides equally broad protections as the CCPA
with a less specific definition relating to data subjects.1 2 0
The GDPR defines personal information, its potential uses, and
its opt-in versus opt-out policy in a comprehensive way. 121 The
personal information covered under the GDPR is defined as any
information relating to an identified or identifiable data subject.1 22 The
GDPR exempts government records and does not include a household

`See Shannon Togawa Mercer, Shield on Shaky Ground: What's Up with EU2018)
2,
(Sept.
LAWFARE
Protections,
Data
Privacy
US
https://www.lawfareblog.com/privacy-shield-shaky-ground-whats-eu-us-dataprivacy-regulations (highlighting lack of action).
".5 See
GDPR Fines Tracker and Statistics,
PRIVACY AFFAIRS,
https://www.privacyaffairs.com/gdpr-fines/ (last visited Feb. 20, 2020) (providing

updated list of GDPR fines).
16

' See generally Alice Marini, et al, Data Guidance, and Gabriela ZanflrFortuna, et al, Future Privacy Forum, Comparing privacy laws: GDPR v. CCPA,
ONETRUST DATAGUIDANCE

AND FUTURE PRIVACY FORUM (Dec.

18,

2019)

.https://fpf.org/wp-content/uploads/2018/1 1/GDPRCCPAComparison-Guide.pdf
(providing analysis).
"

7

See GDPR, supra note 3 at art. 24-43 (regulating controller and processer).

1 8 See GDPR, supra note 3 at art. 3 (describing territorial scope); contra CCPA
supra note 4 at 1798.140 (defining businesses required to comply with consumer
protections).
119
See GDPR, supra note 3 at art. 4(1) (defining personal data).
.2 0 See id. (providing brief definition of data subject); contra CCPA, supra note
4 at 1798.140 (defining personal information and providing brief definition of
consumer).
121 See id. (allowing for broad interpretation).
122
See id. (defining personal data).
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or device specific caveat to personal information. 123 Under the law,
companies are allowed to use personal. information that is
pseudonymous or de-identified but are not allowed to use personal
information that has be aggregated.1 24 The GDPR requires businesses
to provide customers with detailed information about the data collected
and its purposes. 125 The GDPR does not provide a specific right to optout of the sale of personal information to third parties, rather it provides
specific rights to opt-out of data collection of marketing purposes. 126
The CCPA has a different policy on opt-in versus opt-out.1 27
The GDPR provides that a business cannot discriminate against
a data subject for exercising its rights, and there are no financial
incentives for opt-in consent to using personal information like the
CCPA.1 28 Any company found in violation of the privacy rights set
forth in the GDPR does not have a time period to remedy the violation
like under the CCPA.1 29 However, consumers may bring lawsuits
seeking unspecified damages per data subject, per incident and the
government E 20 million euros or 4% of annual global revenue.130
Three of the most important rights under the GDPR, similar to that of
the CCPA, are the right of disclosure of access, the right of data
portability, and the right to deletion or erasure. 13 1
3. The Data Protection Officer: A Means to an End
Under Article 37 of the GDPR, a company must designate a
Data Protection Officer ("DPO") responsible for the company's
strategic data protection initiatives and implementation of compliance
requirements.1 3 2 Entities subject to the GDPR regulations, as
123 See GDPR, supra note 3 at art. 86-91 (describing provisions relating
to
aggregated
statistical
data).
situations,
including
exception
for
specific
processing
12
1 See id. (permitting aggregation of data for businesses); contra GDPR, supra
note 3 at art. 11 (describing processing which does not require identification).
125 See GDPR, supra note 3 at art. 12-23 (regulating rights of data subject).
126
See GDPR, supra note 3 at art. 21 (describing right to object).
127
See id., see also CCPA, supra note 4 at 1798.120 (defining right to opt-out).
128 See GDPR, supra note 3 at art. 12-23 (prohibiting discrimination if exercise
any or all rights); contra CCPA, supra note 4 at 1798.125(b) (allowing financial
incentives).
129 See GDPR, supra note 3 at art. 77-84 (describing remedies, liability, and
penalties).
130
See id. (elaborating on specific processes and remedies).
131 See infra notes 216-231 and accompanying text.
1 32 See GDPR, supra note 3 at art. 37 (describing designation of data protection

officer).
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described above, are required to hire a DPO if they are: (1) public
authorities, (2) organizations that engage in large systemic monitoring,
or (3) organizations that engage in large scale processing of sensitive
personal data. 133 The GDPR does not recommend any hiring
credentials other than "expert knowledge of data protection law and
practices." 134 The new position has left many companies scrambling to
find qualified individuals with little to no guidance on the job
description and credentials. 135 Article 39 of the GDPR attempted to
clarify the role of a DPO by providing a non-exhaustive list of five
important tasks or responsibilities, including but not limited to: (1)
advise the company and its employees on pertinent data protection
provisions, (2) monitor compliance with the law, (3) facilitate data
protection impact assessments when required, (4) cooperate with
regulators, and (5) serve as a main contact for the European Union
supervisory authority.1 36 Articles 37 and 39 of the GDPR require the
designation of a DPO, the first of many compliance costs, just to begin
implementing and enforcing private protections within the covered
entities.137
As a result of the GDPR, the International Association of
Privacy Professionals ("IAPP") estimates the DPO requirement of the
GDPR alone will require companies to hire more than 28,000 DPO's
in the European Union and as many as 75,000 DPO's around the
world. 1 3 8 The demand for compliance positions is expected to be
extremely high in Big Data and five data-rich industries - technology,
digital marketing, finance, healthcare, and retail. 1 3 9 The new DPO
position will be similar to that of a Chief Information Officer

133

See id. (detailing requirements for compliance not requirements for hire).
GDPR, supra note 3 at art. 39. (describing tasks of data protection

13See

officer).

See Salvador Rodriguez, Rise of the data protection officer, the hottest ticket
in town, REUTERS (Feb. 14, 2018), https://www.reuters.com/article/us-cyber-gdprdpo/rise-of-the-data-protection-officer-the-hottest-tech-ticket-in-town135

idUSKCN1FYIMY (discussing prior to GDPR, only Germany and Philippines
DPO's as a matter of law).
required
1 3 6 See GDPR, supra note 3 at art. 39. (detailing potential list of tasks).
137 See supra note 132-136 and accompanying text.
138 See Rodriguez, supra note 135 (noting companies are struggling to find
supply to meet demand in order to comply with GDPR, may need to share or
outsource).
139 See Rodriguez, supra note 135 (identifying data driven businesses).
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("CIO").1 4 0 Technically, the GDPR only requires an additional
executive or manager position in the form of a DPO, but large
companies will likely need to create or dedicate entire departments in
order to comply with the duties and obligation imposed by the
regulations.14 ' On the other hand, the CCPA does not require the
appointment of a DPO, but in order to comply large companies, will
likely need to allocate resources accordingly as well. 1 4 2 Right now the
median DPO salary in the United States is nearly $150,000; therefore,
in order to meet demand companies affected by the GDPR are offering
starting salaries of 71,584 in the European Union for GDPR-related
compliance jobs. 143 Overall, the expenses associated with added
compliance salaries, new operational processes, and more technology
infrastructure will increase the costs of doing business for affected
companies as a "means to an end" for GDPR compliance.144
4. The Implications of Brexit on Compliance
On June 24, 2016, the United Kingdom ("U.K.") voted to leave
the European Union in a referendum called "Brexit."1 45 At the time,
"See Julia Kagan, Data Protection Officer - DPO, INVESTOPEDIA (Jan. 3,
https://www.investopedia.com/terms/d/data-protection-officer-dpo.asp
2018),
(comparing CIO).
141 See 10 Considerations to help position the GDPR data protection officerfor
success,
PWC,
https://www.pwc.com/us/en/services/consulting/cybersecurity/general-data(last visited
protection-regulation/data-protection-officer-i0-considerations.html
The DPO
Heward-Mills,
Dynan
see
also
overview);
DPO
(providing
20,
2020)
Feb.
must be independent,

but how?,

INTERNATIONAL

ASSOCIATION

OF PRIVACY

https:/iapp.org/news/a/the-dpo-must-be27, 2019),
PROFESSIONALS (Aug.
issues related to DPO).
on
specific
(elaborating
independent-but-how/
i 4 2 See supra note 7-8 and accompanying text.
i 4 3 See GDPR in Numbers - 8: Average Salary of a Data Protection Officer,
MEDIUM (May 15, 2018), https://medium.com/@GdprCash/gdpr-in-numbers-8average-salary-of-a-data-protection-officer-848484ba866 (citing lucrative salaries

offered).
" See generally Kasia Moreno, Regulatory Environment Has More Impact on
Business than Economy, say U.S. CEOs, FORBES (Aug. 12, 2014),
https://www.forbes.com/sites/forbesinsights/2014/08/12/regulatory-environmenthas-more-impact-Qn-business-than-the-economy-say-u-s-ceos/#6d966ca8684d
(complying with regulations "creates a drag on businesses" - adds costs, slows
operations, and restrict expansion - i.e. legal/customer service/technology
departments will be needed).
145 See Anushka Asthana, et al, UK votes to leave EU after dramatic night
divides
nation,
GUARDIAN
(June
24,
2016),
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GDPR compliance was the least of the Britain's worries, but now as
Britain plans to leave the European Union, the European Union
Withdrawal Bill of 2018 will make the GDPR "Brexit proof." 146 The
British government is committed to maintaining consistency in as
many laws as possible for businesses during this transitional period,
especially if Britain continues to do business as usual with the
European mainland.1 47 The U.K. government is aware of the
administrative burden regulations impose on businesses and would like
to minimize the impact. 14 8 In order to minimize the impact, Britain has
passed its own Data Protection Act ("DPA") to modernize data
protections via its own domestic law. 149 The DPA will comply with
the GDPR and extend the regulatory framework to include additional
data processing regulations. 50 o Going forward, the U.K. will be
https://www.theguardian.com/politics/2016/jun/24/britain-votes-for-brexit-eureferendum-david-cameron (detailing historical referendum).
11 See generally European Union Withdrawal Act 2018, available at
http://www.legislation.gov.uk/ukpga/2018/16/contents/enacted (severing the United
Kingdoms' relationship with EU); see also Kingsley Napley, GPDR and Brexit: the
draft withdrawalagreement and data transfersfrom the EU, LEXOLOGY (Nov. 27,

2018), https://www.lexology.com/library/detail.aspx?g=4b8556c3-94bf-445f-b685ad4838e4a69a (reviewing plans for Brexit and impact on data transfers).
147
See Larry Downes, GDPR and the End of the Internet's Grand Bargain,
HARvARD BUSINESS REvIEW (Apr. 9, 2018), https://hbr.org/2018/04/gdpr-and-theend-of-the-intemets-grand-bargain (emphasizing change in business to consumer
relationship).
14
1 See Analysis of the potential economic impact of GDPR - October 2017.
LONDON

ECONOMICS

(Oct.

30,

2017),

https://londoneconomics.co.uk/blog/publication/analysis-potential-economicimpact-gdpr-october-2017/ (analyzing potential economic impact and forecasting
"profits to data analytics could decrease by up to £41 mil in the U.K., while profits
attributable to prospecting for customers could decrease by up to £114 mil").
149 See generallyDataProtectionAct of2018, available at https://ico.org.uk/fororganisations/data-protection-act-2018/ (last updated Feb. 20, 2020) (providing text
of DPA); see also Elizabeth Denham, Beyond 2018 - data protection laws built to
last,
INFORMATION
COMMISSIONER'S
OFFICE
(May
23,
2018),
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2018/05/beyond2018-data-protection-laws-built-to-last/ (reiterating much needed modernization of
data protections).
10
1 See generallyData ProtectionAct 2018: What is it and what does it mean for
http://insurance.dwf.co.uk/news30,
2018),
(May
insurance?, DWF
updates/2018/05/data-protection-act-2018-what-is-it-and-what-does-it-mean-forinsurance/ (explaining DPA will comply with GDPR, but exempts certain inherently
data oriented entities or function, i.e. "Unless explicitly stated or a substantial public
interest and be satisfied for fraud prevention, insurance, criminal records, legal
proceedings, automated decision making and profiling, and compensation
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responsible for its own legislation and companies will need to comply
with both the GDPR and DPA if any legal discrepancies exist.5
B. CongressionalInput on the GDPR
On May 24, 2018, a day before the GDPR of the European
Union took effect, four U.S. senators - Senator Edward Markey (DMA), Bernard Sanders (I-VT), Richard Durbin (D-IL), and Richard
Blumenthal (D-CT) - introduced a resolution, not a bill, encouraging
entities covered by the GDPR in the E.U. to provide the same privacy
protections to the citizens of the United States.'s 2 Even though the
GDPR is not the law of the United States, the U.S. Senators
recommended entities consider two important implications: "(1) data
processors have a legal basis for processing the data of users; and (2)
opt-in freely given, specific, informed, and unambiguous consent from
users is a primary legal basis.""5 3 The encouragement to provide the
same legal protections "consistent with existing laws and rights in the
United States, including the First Amendment" has fallen on deaf ears
because businesses are not incentivized to spend money complying
with a law not required. 1 The resolution was merely political banter
at the time; however, following the passage of the CCPA serious
discussions in Washington, D.C. are taking place for a federal data
privacy law to preempt the states and coexist with the GDPR.15 5
claims...Provided the processing is carried out for purposes of measures or decisions
with respect to the data subject and it is necessary for reasons of substantial public
interest").
I See' generally ePrivacy Directive, EUROPEAN DATA PROTECTION
https://edps.europa.eu/data-protection/our-work/subjects/eprivacySUPERVISOR
directive_en (last updated Feb. 20, 2020) (noting Privacy and Electronic
Communications Directive 2002/58/EC, also known as ePrivacy Directive,
involving privacy rights and electronic communication may soon be E.U. law like
GDPR and involve additional compliance).
152
See generally Resolution: Encouraging companies to apply privacy
protection included in the GDPR of the European Union to citizens of the United
States,
115'H
CONG.
2ND
SESSION,
https://www.markey.senate.gov/imo/media/doc/GDPR%20Resolution%20.pdf
153 See id. (recommending potential solutions).
154 See id. (ensuring legal compliance).
1ss See Elizabeth Schulze, The US wants to copy Europe's strict dataprivacy
23,
2019),
(May
it,
CNBC
of
some
only
but
law
https://www.cnbc.com/2019/05/23/gdpr-one-year-on-ceos-politicians-push-for-usfederal-privacy-law.html; see also Peter M. Lefkowitz, Why America needs a
Thoughtful
Federal
Privacy
Law,
N.Y.T.
(June
25,
2019),
https://www.nytimes.com/2019/06/25/opinion/congress-privacy-law.html
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C. CaliforniaConsumer PrivacyAct ("CCPA')
The CCPA was a grassroots initiative created to demand the
state of California protect the privacy rights of California residents
from intrusive business practices not otherwise explicitly prohibited
under the law. 156 The CCPA was the first comprehensive data privacy
regulation in the United States intended to provide consumers with a
data privacy framework involving transparency, control, and
accountability.1 57 The CCPA has led to significant changes with the
intersection of law and business; including the right to breach
notifications, right to access, right to be forgotten, right to opt out from
having your information sold, and right to receive equal service if you
opt out. 158 Today, since enacting the CCPA, California has inspired
other states to pass similar regulations and compelled the federal
government to discuss preempting the law.1 59
1. CCPA Background - Shine the Light Law and Initiative
Referendum
The CCPA is not the first law in California to address privacy
concerns, rather the Shine the Light Law passed in 2003 was intended
to provide individuals the ability "to opt of out of information sharing
or make a detailed disclosure of how personal information was shared
for direct marketing purposes."1 60 Dissatisfied with the reach of the
law, a privacy activist group named Californians for Consumer Privacy
advocated for stricter and broader regulations. 161 With the help of
Alastair MacTaggert, a wealthy real estate developer, Risk Arney, a
corporate finance executive, and Mary Ross, a former CIA and House
Intelligence Committee informant, the privacy activist group was able
to compile and write the CCPA.1 62 The CCPA was set for a statewide
156 See generally CCPA, supra note 4 and accompanying text.
'5 See infra notes 160-173 and accompanying text.
158

See infra notes 174-190 and accompanying text.

159 See infra note 221-231 and accompanying text.
160

See

generally

California

S.B.

27

(2005),

available

at

https://www.epic.org/privacy/profiling/sb27.html (last visited Feb. 20, 2020) (noting
limited scope; marketing focus; required disclosure of information-sharing practices;
exempted small businesses with less than 20 employees and federal institutions).
161 See supra note 150 (discussing global privacy activism affecting laws).
162 See Ben Adler,
California Passes Strict Internet Privacy Law with
Implications for the Country, NPR (June 29, 2018), https://jezebel.com/how-a(hypothesizing potential
woman-disappears-from-the-history-books-1828393645
ramification of one state on others).
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referendum, a legislative initiative directly proposed to Californian
voters, on the November 2018 election ballot. 163 According to
legislators, technology companies, and lobbyists the original initiative
was well intentioned, but deeply flawed. 1 6 To avoid any political
ramifications of the bill, politicians agreed to a compromise and passed
a modified version of the initiative on June 28, 2018 in exchange for
the withdrawal of the Californians for Consumer Privacy referendum
barring any major amendments. 165 Generally speaking, Californians
for Consumer Privacy deemed the referendum and subsequent law a
success for privacy rights. 166
The original CCPA initiative was based on three main
principles - transparency, control, and accountability - and the enacted
law encompasses all of these objectives in some way. 167 First, the
group wanted more transparency about what personal information
companies collect about us, our children, and our devices, and who
they are selling it to. 168 Second, the group wanted to give consumers
the ability "to tell companies not to sell their personal information" and
ensure companies shouldn't be able to retaliate against consumers who
exercise this choice.' 69 Third, the group wanted to hold companies
more accountable if they fail to take good care of your personal
163 See id. (describing legislative referendum history).
164 See generally Nefi Acost, et al, The California Consumer Privacy Act: 3
Early Questions, LAW 360 (July 2, 2018), (alleging flaws of referendum include:
"statutory damages provision for any violation of the CCPA's new duties, a new
whistleblower and private attorney general enforcement system and a provision
prohibiting further amendments to the initiative without 70 percent approval in the
Legislature").
165 See id. (explaining technology companies wanted to mitigate impact of the
initiative with control of lawmakers to amend legislation, unlike qualified ballot
initiatives).
166 See generally AB 375 Signed - Californians for Consumer Privacy Applauds

Successful Passage of Groundbreaking Legislation,

CALIFORNIANS FOR CONSUMER

2018), https://www.caprivacy.org/post/ab-375-signed(June 28,
PRIVACY
califomians-for-consumer-privacy-applauds-successful-passage-ofgroundbreaking-legislation
167 See generally About the California Consumer Privacy Act, CALIFORNIA
CONSUMER PRIVACY ACT, https://www.caprivacy.org/about (last visited Feb. 20,

2020).
168 See Own Your Personal Information, CALIFORNIANS
PRIVACY, https://www.caprivacy.org/facts/information-ownership

FOR CONSUMER
(last visited Feb.

20, 2020).
169
See Control Your Personal Information, CALIFORNIANS FOR CONSUMER
PRIVACY, https://www.caprivacy.org/facts/information-control

2020).
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information after multiple, massive data breaches. 170 The group laid
out ten specific requirements to protect the consumer's right to
privacy, but not all of the provisions were included in the final bill, or
enacted law. 171 As previously stated, California's CCPA did not extend
privacy rights as far as the GDPR due to political pressures of Big Data
companies, a lack of debate and hasty passage, and different legal
regime.1 72 As a byproduct of the hasty passage there are some
ambiguities or "drafting defects" that will lead to confusion - "[w]hat
will plaintiffs have to show to recover statutory damages," "[w]hat
obligation does the CCPA impose on covered business to nake
California residents' data portable," and "[h]ow much flexibility will
businesses have in responding to request to be forgotten" - and
subsequent litigation will surely ensue for lawyers, courts, and
regulators to work through.' 7 3

170 See Secure Your Personal Information, CALIFORNIANS FOR CONSUMER
PRIVACY,

https://www.caprivacy.org/facts/information-protection

(last visited Feb.

20, 2020).
171 See supra note 163 (attempting to give consumers the ability to control their
personal information, including: "(1) Right to know ALL data collected by a business
on you, twice a year, free of charge; (2) Right to say NO to the sale of your
information; (3) Information Security: Right to sue companies who collected your
data, where that data was stolen or disclosed pursuant to an unauthorized data breach,
if the company was careless or negligent about how it protected your data (i.e. if the
data was unencrypted, un-redacted, or-the company didn't have reasonable security
policies and procedures in place to protect it). Identity Theft needs to be curbed!; (4)
Right to DELETE data you have posted; (5) Right not to be discriminated against if
you tell a company not to sell your personal information; (6) Right to be informed of
what categories of data will be collected about you prior to its collection/at point of
collection, and to be informed of any changes to this collection; (7) Mandated opt-in
before sale of children's information (under the age of 16); (8) Right to know the
categories of third parties with whom your data is shared; (9) Right to know the
categories of sources of information from whom your data was acquired; (10) Right
to know the business or commercial purpose of collecting your information.").

172 See Acost, supra note 164 (reviewing flawed legislative process).

173 See Acost, supra note 164 (explaining possibility California legislature may
pass technical fixes or substantial amendments if lobbyist are able to persuade
legislators to change law, while Attorney General also has discretion to interpret and
avoid litigation).
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2. CCPA Privacy Protections

The CCPA regulates a wide array of entities in order to protect
individuals' rights to privacy. 7 4 The CCPA regulates for-profit
businesses that meet one of the three requirements: (1) has a gross
revenue greater than $25 million, (2) buys, receives, sells, or shares the
personal information of more than 50,000 consumers, households, or
devices, and (3) "derives 50 percent or more of its annual revenues
from selling consumers' personal information." 17 5 The CCPA has far
less jurisdictional reach than the GDPR, essentially affecting all
companies engaged in interstate commerce within the state of
California.' 7 6 The CCPA protects California residents, who are
domiciled in the state, and consumers, who include customers of
household goods and services, employees, and business-to-business
transactions. 17 7 The CCPA provides equally broad protections as the
GPDR with more of a specific definition relating to consumers. 17 8
The CCPA defines personal information, its potential uses, and
its opt-in versus opt-out policy in a comprehensive way. 7 9 The
personal information covered under the CCPA is defined as anything
that can be identified, related to, described, is capable of being
associated with, or may reasonably be linked, directly or indirectly
with a consumer or household. 180 The CCPA exempts government
records and, unlike the GDPR, includes a household or device specific
caveat to personal information.' 8 1 Under the law, companies are

174 See generally Alice Marini, et al, Data Guidance, and Gabriela ZanflrFortuna, et al, Future Privacy Forum, Comparingprivacy laws: GDPR v. CCPA,
ONETRUST DATAGUDANCE AND FUTURE PRIVACY FORUM (Dec.

18,

2019)

https://fpf.org/wp-content/uploads/2018/1 1/GDPR_CCPA_Comparison-Guide.pdf

(providing analysis).
75
See CCPA, supra note 4 at 1798.140 (defining businesses required to comply
with consumer protections).
176
See id. (emphasizing 1798.140(b) number of households and its potential
effect on interstate commerce); contra GDPR, supra note 3 at art. 3 (describing
territorial scope).
71 See CCPA, supra note 4 at 1798.140 (defining personal information and
providing brief definition of consumer, as well as citing § 17014 of Title 18 of

California Code).
178

See id.; contra GDPR, supra note 3 at art. 4(1) (defining personal data).
179 See id. (allowing for broad interpretation).
180 See CCPA, supra note 4 at 1798.140 (o)(1) (elaborating on definitional
caveats).
181 See CCPA, supra note 4 at 1798.140 ("publicly available means information
that is lawfully made available from federal, state, or local government records").
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provided discretion to utilize personal information that is de-identified
or aggregated. 18 2 Additionally, one of the major rights afforded is
183 The CCPA requires
notice for collection and notice of breaches.
businesses to inform customers what categories of personal
184 If the reason for collection
information is being collected and why.
changes after consent is given, notice must be given, and consent can
be withdrawn. 185 The CCPA provides consumers the ability to opt-out
of the sale of personal information to third parties and must include a
"Do Not Sell My Personal Information" link on a website's
homepage.1 86
The CCPA provides that a business cannot discrimination
against a consumer for exercising their rights, however, a company can
provide financial incentives for opt-in consent to using their personal
information.1 87 Any company found in violation of the privacy rights
set forth in the CCPA will have a 30-day period to remedy the
violation. 8 8 However, consumers may bring lawsuits seeking up to
$750 per consumer per incident and the government can fine the
company up to $7,500 per violation. 189 Three of the most important
rights under the CCPA, similar to that of the GDPR, are the right of
disclosure of access, right of data portability, and right to deletion or
erasure.1 90
3. The Implication of Federal Preemption on Compliance
In 2017 alone, 42 state legislatures introduced 240 bills or
19 1 Needless to
resolutions related to cyber security and data privacy.
182 See CCPA, supra note 4 at 1798.145(a) (detailing business obligations).
18 See CCPA, supra note 4 at 1798.15(b) (elaborating on breach processes).
`8 See CCPA, supra note 4 at 1798.110 (describing right to collection
disclosure).
185 See CCPA, supra note 4 at 1798.125(b)(3) (providing consumers the right to
withdraw consent at any time and like GDPR cannot be discriminated against for
doing so).
186 See CCPA, supra note 4 at 1798.135(1) (providing clear and conspicuous

link).
187 See CCPA, supra note 4 at 1798.125(b)(1) (allowing financial incentives);
contra GDPR, supra note 3 at art. 12-23 (prohibiting discrimination if exercise any
or all rights).
188 See CCPA, supra note 4 at 1798.150(b) (requiring 30-day remedy period).
189 See CCPA, supra note 4 at 1798.155(b) (detailing fines for failure to remedy).
190
See infra notes 216-231 and accompanying text.
191 See Cybersecurity Legislation 2017, NATIONAL CONFERENCE OF STATE
LEGISLATURES (Dec. 29, 2017), http://www.ncsl.org/research/telecommunications-
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say, Big Data companies are worried about the possible ramifications
of these laws on their businesses. 192 Fearing uncertainty, companies
that have been "largely untouched by regulators" are now lobbying the
federal government to preempt the states with its own industry devised
data privacy regime. 193 On September 26, 2018, executives and
representatives from six Big Data companies - Amazon, Apple,
AT&T, Charter, Google and Twitter - testified to Congress urging
lawmakers to preempt the CCPA and other state regulations with its
own federal data privacy framework. 194 The Big Data companies have
warned that "inconsistent" or "conflicting" regulations would lead to
detrimental "balkanization of services" for consumers both
internationally and domestically. 195 Big Data provides a strong
argument that data privacy regulations on the federal level will be more
efficient for both companies and consumers, so long as Congress
reassures the American people that lobbying interests are minimized
and consumer rights are a priority. 196
At the Congressional hearing, Big Data representatives
recognized the importance of transparency and the right to privacy but
were unable to agree on or articulate certain important regulatory
issues. 197 For instance, the representatives denied selling user data and
didn't want to talk about notice, consent, nor control. 198 Moreover, on
the debate of opt-in versus opt-out, the response was uniformly that
(noting Texas
and-information-technology/cybersecurity-legislation-2017.aspx
focuses on cybersecurity).
"See Companies should take California's new data-privacy law seriously,
ECONOMIST
(Dec.
18,
2019),
https://www.economist.com/business/2019/12/18/companies-should-takecalifomias-new-data-privacy-law-seriously (alarming companies to take California's
law seriously and prepare for future states laws to mitigate costs).
193 See generally Leandra Bernstein, Why Are Tech Giants Lobbying Congress
for Data Privacy Regulations?, ABC 7 WJLA (Sept. 26, 2018),
https://wj la.com/news/nation-world/why-are-tech-giants-lobbying-congress-fordata-privacy-regulations (noting lack of regulations by government now leading to
efforts to prevent regulation).
lobbying
194

See id. (discussing efforts to lobby Congress for federal law).

195

See id. (providing potential concerns of Big Data companies).
196 See Jessica Davis, Senators Push for Bipartisan FederalPrivacy Law, But
Still
Divided,
HEALTH
IT
SECURITY
(Dec.
6,
2019),
https://healthitsecurity.com/news/senators-push-for-bipartisan-federal-privacy-lawbut-still-divided ("A comprehensive federal privacy law is urgently needed. A
patchwork of inconsistent state laws is inefficient to protect individuals and
inefficient for interstate commerce.").
197 See Bernstein, supra note 193. (accentuating need for transparency).
198 See id. (describing unsaid testimony).
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"the digital ecosystem is just too complicated for people to make
meaningful choices about each piece of data and each company that
gets to touch it."1 99 According to Google's Chief Privacy Officer,
Keith Enright, Google believes if companies required users to check a
box for every processing option it would "degrade the service" and
"disincentivize users from engaging." 200 These responses are the very
reason for regulation in the first place. 2 01
Big Data companies are not typically interested in the privacy
rights of consumers - it's all about the monetizing information - and
our government must put consumer rights ahead of corporations
seeking to maximize profits with our data. 202 Google testified that
GDPR compliance has cost "billions of dollars" of infrastructure
203 There is a
investment and "hundreds of years" of employee hours.
lot of money at stake for Big Data companies, for example, the CCPA
referendum compelled companies like Facebook, Google, Comcast,
AT&T, Verizon, Microsoft and Uber to contribute almost two million
dollars to a Political Action Committee to oppose the CCPA
initiative. 201 According to the privacy group in favor of the CCPA,
rumor had it that the PAC was willing to spend more than $100 million
20 5
dollars to oppose the measure in the November election.
Thus, lawmakers should be weary of lobbying interest and gain
input from privacy advocates, businesses, and regulators to ensure the
privacy rights of individuals are upheld.206 Understandably, striking a

199 See id. (emphasizing need for all in approach to negotiate any issues).
200 See id. (discussing potential user-friendly options for opt-in versus opt-out
options).
201 See infra notes 197-200 and accompanying text.
202 See Aleks Krotoski, Big Data age puts privacy in question as information
2012),
(Apr.
22,
GUARDIAN
becomes
currency,
https://www.theguardian.com/technology/2012/apr/22/big-data-privacyinformation-currency ("Exploiting Big Data's opportunities will need a delicate
balance between the right to knowledge and the right of the individual").
203 See Bernstein, supra note 193 and accompanying text.
204
See id. (discussing opposition to the original initiatives from tech companies).
205 See id. (illustrating lobbying efforts on behalf tech companies like Google).
206
See Divonne Smoyer, et al, U.S. Chamber of Commerce assembles key
stakeholders to discuss data privacy, REED SMITH (July 22, 2019),
https://www.technologylawdispatch.com/2019/07/regulatory/u-s-chamber-ofcommerce-assembles-key-stakeholders-to-discuss-dataprivacy/?utmsource=Mondaq&utmmedium=syndication&utmcampaign=Linke
dIn-integration (reporting industry, government, and activist leaders talk about data
privacy).
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balance between privacy and business concerns is crucial too. 207
Industry groups claim that small companies and startups are being
forced out of Europe and warn that the same could happen in
California. 2 08 Moreover, not all of the executives at the Congressional
hearings dismissed privacy rights. Damien Kieran, Twitter's Global
DPO, believes "privacy is a fundamental right, not a privilege" and
supports a "robust framework that balances the protection of
individual's rights and the preservation of the freedom to innovate." 209
In theory a self-regulated industry sounds ideal, but the federal
government should intervene and hold companies accountable for
constitutionally derived rights. 2 10
Data privacy regulation affects nearly every company because
every company is a data company in some capacity or another. 211 From
the perspective of businesses, unchecked regulators are seen as a threat
212
to company revenue in the form of higher operational expenses.
Ultimately these expenses will result in higher costs for consumers
passed on via product prices and service fees. 213 Arguably in the
context of data privacy, consumers want to maximize protections and
businesses want to minimize costs, thus comprehensive and uniform
federal legislation not individual state regulations would be most

207 See id. (noting stakeholder various interests).
208 See Bernstein, supra note 193 and accompanying text.
209 See Bernstein, supra note 193 and accompanying text.
210 See Peter Adams, As an era ofself-regulationends, marketersfear uncharted,
risky waters for data privacy, MARKETING DIvE (Feb. 25, 2019),
https://www.marketingdive.com/news/as-an-era-of-self-regulation-ends-marketersfear-uncharted-risky-waters-f/548933/ ("a largely self-regulated online environment
is drawing toward a messy conclusion").
211 See Keith Johnson, The Impact of Data Privacy on Your Business, FORBES
(Sept. 14, 2018, https://www.forbes.com/sites/forbestechcouncil/2018/09/14/theimpact-of-data-privacy-on-your-business/#3553f636196c (noting all businesses deal
directly or indirectly with data and consumers will likely demand common sense data
protection).
212
See supra note 5-6 and accompanying text.
213 See William Dunkelberg, The Insidious cost of Regulation, FORBES (Apr. 4,
2017), https://www.forbes.com/sites/williamdunkelberg/2017/04/04/the-insidiouscost-of-regulation/#a062ab75c7b4 ("The first thing to realize about regulation is that
it is a tax."); see also W. Mark Crain and Nicole V. Crain, The Cost of Federal
Regulation to the U.S. Economy, Manufacturing, and Small Business, NATIONAL
ASSOCIATION OF MANUFACTURES (Sept. 10, 2014), https://www.nam.org/wphow
(reviewing
content/uploads/2019/05/Federal-Regulation-Full-Study.pdf
regulations drive up cost of doing business, resulting in higher prices for consumers).
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effective and efficient. 214 In order to combat the growing possibility of
individual state regulations, Big Data companies are willing to spend
millions of dollars to lobby lawmakers and their constituents to ensure
the monetization of personal information is protected and compliance
does not disrupt their financial operations. 215
D. Compare and ContrastGDPR v. CCPA
The GDPR and CCPA are equally challenging but impose
different duties and obligations. 216 Therefore, companies that are now
compliant with the GDPR data privacy framework will not be
compliant with the CCPA data privacy framework and should plan
accordingly. 217 It is undisputed the GDPR creates more data privacy
rights with broader implications to the business community than the
CCPA.2 18 For instance, there are some "GDPR data subject rights that
have no equivalent under CCPA," such as the right to object, the right
to restriction, and the right not to be subject to automated decisionmaking. 2 19 That being said, the three rights that are broadly comparable
between the two regimes are access, erasure, and portability; however,

214 See Pearl Cohen Zedek Latzer Baratz, Stakeholders in the

for

a

federal

privacy

law,

LEXOLOGY

U.S. advocating

(Mar.

3,

2019),

https://www.lexology.com/library/detail.aspx?g=57e80f50-d31 c-4bd0-ab2ab04dcf729ce0 (presenting desire of majority stakeholders for federal law and their
lobbying efforts in Washington D.C. to accomplish such a goal for their interests).
215 See id. (describing plans to sway political process for business convenience).
216
21

1

See infra note 221-231 and accompanying text.

See Carol A.F. Umhoefer, CCPA vs. GDPR: the same, only different, DLA

2019)

11,

(Apr.

PIPER

-

https://www.dlapiper.com/en/us/insights/publications/2019/04/ipt-news-ql
2019/ccpa-vs-gdpr/ ("Businesses that have undertaken GDPR compliance will have
an advantage in addressing CCPA, but those efforts alone won't suffice").
218
See Navdeep K. Singh, What You need to Know about the CCPA and the

European

Union's

GDPR,

A.B.A.

(Feb.

26,

2020),

https://www.americanbar.org/groups/litigation/committees/minority-triallawyer/practice/2020/what-you-need-to-know-about-the-ccpa-and-the-europeanunions-gdpr/ ("In terms of coverage, the GDPR is broader in scope than the CCPA,
and encompasses private companies, non-profit organizations, and public bodies and
institutions; in contract the CCPA is largely confined to for-profit businesses of a
threshold size in terms of revenue and scale of operations").
219
See James Clark, et al, GDPR Goes Global, LEXOLOGY (Mar. 13, 2019),

https://www.lexology.com/library/detail.aspx?g=c07e400c-a007-4fbb-86f5c9e1a782ffd6 (noting GDPR and CCPA are different and not merely identical).
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the laws differ with regards to the right to erasure, right opt in versus
opt out, requiring a DPO, and enabling class action lawsuits. 2 2 0
First, the right to be forgotten or the right to erasure and. its
procedural application differs under the GDPR and CCPA.22 1 Under
the GDPR, the data subject must satisfy a condition for the data to be
erased, and the controller must then erase the data, unless an exemption
applies. 222 Under the CCPA, the consumer doesn't have to satisfy any
conditions, but a finite and specific list of exemption exist under which
the request can be refused. 2 23 Second, the right to opt in versus opt out
is different. 2 24 The GDPR requires consumers to opt in to allow the
data to be processed, whereas the CCPA requires consumers to opt out
of allowing companies to sell their information. 2 25 The differences
between opting in and opting out require companies to adjust every
aspect of data collection. 22 6 Third, the CCPA does not require a DPO
like the GDPR, though it does mandate that businesses train employees
involved in compliance and responding to customer inquiries about the
CCPA. 227 Fourth, both laws create a cause of action for class action
lawsuits to claim minimum statutory damages for data breaches and
allows the state to impose fines for violations. 228 The class action and
violation amounts differ, but the risk of non-compliance can be
extremely high.229 For both laws, the jurisdictional reach has yet to be
seen as it extends beyond domestic and international border. 230
220 See Laura Jehl and Alan Friel, CCPA and GDPR Comparison Chart, BAKER
LLP,
https://www.bakerlaw.com/webfiles/Privacy/2018/Articles/CCPA-GDPR-Chart.pdf
(last updated Feb. 20, 2020) (providing overview comparison table).
221 See infra notes 222-223 and accompanying text.
222 See GDPR, supra note 3 at art. 17.
223 See id.'(distinguishing laws); see also CCPA, supra note 4, at 1789.105
224
See infra notes 225-226 and accompanying text.
225
See GDPR, supra note 3 at art. 21; see also CCPA, supra note 4 at 1798.120
226 See id. (distinguishing laws).
227
See GDPR, supra note 3 at art. 37; see also CCPA, supra note 4 at
HOSTETLER

(distinguishing laws).
1798.135(a)(3)
228

See GDPR, supra note 3 at art. 77-84; see also CCPA, supra note 4 at

1798.150 (distinguishing laws).
229 See id.
230

See Special Coverage: Broader Implications of California's Sweeping
Online Data Privacy 'Statute,
LEXIS
NExas
(Sept.
12,
2018),
https://www.lexisnexis.com/lexis-practice-advisor/the-joumal/b/lpa/posts/specialcoverage-broader-implications-of-califomia-39-s-sweeping-online-data-privacystatute (discussing jurisdictional hurdle if California or E.U., cannot enforce
regulations to non-CA businesses or non-EU businesses, then companies within their
jurisdiction will hurt compared to competition).
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Essentially, any business involved in commerce could be subject to
compliance regulations - whether these regulations will be enforced is
yet to be seen. 231
E. Economic Implication of Data Privacy Regulations on Big
Data
Big Data has gone relatively unregulated since its inception,
resulting in an economic boom for technology companies and products
or services they provide to nearly every company engaged in
business. 2 3 2 Companies utilizing business data and analytics have
increased their operational efficiency and in turn their profitability. 233
Data privacy regulations will affect the growth projection of Big Data
in the short term, but the necessary evil of regulation will result in long
term gains for companies and most importantly the protection of
consumer rights. 2 34 Companies will have a difficult time adapting to
changing legal frameworks, but companies can mitigate their risk of
non-compliance by purchasing data loss liability insurance until data
privacy processes are fully implemented to avoid the potential for
violation fines. 2 31 The economic implications of compliance are
executive management or board-level priorities and should be treated
as such. 236
1. The Potential Economic Benefit of Unregulated Big Data
Big Data is buzzword that references "the dramatic rise of
statistical and computational technology that allows for collection and
analysis of data on everything." 2 3 7 Accordingly, data-driven growth
has helped businesses minimize their utilization gap and maximize
their incremental revenue. 238 The vast amount of data collected today
See
See
See
See
See

id. (emphasizing uncertainty in marketplace).
infra notes 237-241 and accompanying text.
infra notes 242-252 and accompanying text.
infra notes 253-266 and accompanying text.
infra notes 269-273 and accompanying text.
See infra notes 267-268 and accompanying text.
237 See generally Susan Athey, et al, How Big Data is Changing Economies,
BECKER FREIDMAN INST. FOR ECONOMICS AT THE U. OF CHI. (Apr. 10, 2015),
https://bfi.uchicago.edu/insight/multimedia/how-big-data-is-changing-economies/
231
232
233
234
235
236

(defining Big Data)
238

See generally How Executives Can Grow Revenue with Big Data, VILL. U.
(Jan. 16, 2020), https://www.villanovau.com/resources/bi/growing-revenue-withbig-data/ (discussing data boom).
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is useless without analysis and insight to help the decision-making
processes generate a competitive edge in an increasingly competitive
environment. 239 Many companies that are shifting from data-driven to
insights-driven analysis are growing on average "more than 30%
annually and are on track to earn $1.8 trillion by 2021. Such companies
will be growing 8-10 times faster than their non-insights-driven rivals,
through 2021."240 Big Data has big potential for businesses, big
challenges for regulators, and big impacts for the economy. 241
The GDPR, CCPA, and the possibility of additional regulations
now have more and more companies concerned about data privacy and
security concerns. 24 2 To remedy business concerns, new services and
products will need to meet the demands for processing and handling
data in light of recent regulations in a variety of different
jurisdictions. 243 The prominent players in Big Data - Amazon, Google,
IBM, Microsoft, Oracle, Dell, Hitachi, VMware, HP, and Teradata
are complying with the law and continuing to generate large amounts
of profit from data as if it were business as usual. 24 It can be difficult
239 See Jeanne Harris, Data is Useless Without the Skills to Analyze It (Sept.
13,
2012), HARVARD BusINEss REVIEW, https://hbr.org/2012/09/data-is-useless-

without-the-skills; see also Brent Dykes, Actionable Insights: The Missing Link
Between
Data and Business
Value,
FORBES
(Apr.
26,
2016),
https://www.forbes.com/sites/brentdykes/2016/04/26/actionable-insights-themissing-link-between-data-and-business-value/#6aac790e5 1e5
240
See Jeremy Harvey, Goingfrom Big Data to Big Insights to Big Revenue,
WICKET LABS (Sept. 4, 2018), https://www.wicketlabs.com/wicket-blog/going-bigdata-big-insights-big-revenue/ (emphasizing data use increases profits and improves
operations).
241 See id. (elaborating data revenue source for businesses); see also Harvard
Business Review Staff, With Big Data Comes Big Responsibility, HARvARD
BUSINESS REVIEW (Nov. 2014), https://hbr.org/2014/11/with-big-data-comes-bigresponsibility (questioning ownership of data with companies since flawed selfregulation of consumer property).
242 See id. (describing a recent study, respondents from companies reported "the
top three barriers to more effective use of data and analytics are: 1. Data privacy and
security concerns (as reported by 49% of respondents 2. Data access is limited across
the organization (33%) 3. Current solution is too complicated (28%)").
243 See Federal TM Ser. No. 88122323 (emphasizing the need for privacy
assessments, regulatory compliance, and data management services for private
entities and what that means lawyers, managers, and IT professionals as more work
becomes readily available).
244
See Storage in Big Data Market 2018 Global Analysis, Sales Revenue,
Development Strategy, Key -Vender, Opportunity Assessment, Future Plans and
2018)
30,
(Aug.
WATCH
2022, MARKET
Regional Forecast to
https://www.marketwatch.com/press-release/storage-in-big-data-market-2018-
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to comprehend the quantity of data companies are processing, for
example, Google alone processes 2.4 million web searches per minute
and Amazon generates a staggering $258,751.90 in sales and service
fees per minute. 24 In general, companies that maximize their use of
data analytics in the decision making process generate 12% more
revenue than those who do not, and regulations limiting data use in any
way will be problematic for these business. 21 Unfortunately, it is
difficult to determine the actual amount of revenue companies generate
from the sale of personal information and the extent of Big Data. 247
The International Data Corporation ("IDC") recently released
their semi-annual report and forecasted "worldwide revenues for Big
Data and business analytics solutions will reach $260 billion in 2022
with a compound growth rate ("CAGR") of 11.9% over the 2017-2022
forecast period." 2 4 8 Currently, the five industries that are making the
largest investments are "banking, discrete manufacturing, process
federal/central
and
services,
professional
manufacturing,

global-analysis-sales-revenue-development-strategy-key-vendors-opportunity(noting future
assessment-future-plans-and-regional-forecast-to-2022-2018-08-30
profit); see also Dr. Rao Papolu, In the Wake of GDPR, It Cant' Be Business as Usual
with
Consumer
Data
Privacy,
FORBES
(Sept.
18,
2018),
https://www.forbes.com/sites/forbestechcouncil/2018/09/18/in-the-wake-of-gdpr-it(noting
cant-be-business-as-usual-with-consumer-data-privacy/#715fbc4a61fb
status quo).
24
s See Kayla Matthews, Here's How Much Big Data Companies Make on the
Internet,
SMART
DATA
COLLECTIVE
(July
24,
2018),
https://www. smartdatacollective.com/how-much-big-data-companies-make-oninternet/ (educating consumers about data revenue).
246
See Using Data to Maximize Value, BOSTON CONSULTING GROUP (Feb. 13,

2010),
https://www.bcg.com/de-de/capabilities/big-data-advanced-analytics/maximizingvalue.aspx; see also Taylor Armedering, Awash in Regulations, Companies Struggle
With
Compliance,
FORBES
(Aug.
30,
2019),
https://www.forbes.com/sites/taylorarmerding/2019/08/30/awash-in-regulationscompanies-struggle-with-compliance/#6d40b709150e ("compliance is complicated
and expensive. Four year ago, experts were talking about "compliance fatigue,"
given the number of standards and regulations organizations had to follow regarding
the collection, sharing, and security of data.")
247 See Matthews, supra note 240 ("it's better to look at the revenue flowing in
for the company which is directly tied to data handling and storage" since data not
disclosed).
248
See generally Revenues for Big Data and Business Analytics Solutions

15,
(Aug.
IDC
Forecast,
https://www.idc.com/getdoc.jsp?containerId=prUS44215218
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government." 24 9 The industries that will receive the largest revenue
growth in return for their investment are "retail (13.5% CAGR),
banking (13.2% CAGR), and professional services (12.9%
CAGR)." 2 50 The IDC report recognized the United States is "by far
the largest geographic market," followed by Western Europe and the
Asia-Pacific region. 25 ' It is important to note that it is unclear whether
the IDC report accounted for the potential adverse impact of data
privacy regulations into consideration with these future growth
projections. 2 2
2. Impact of Regulations on Growth
The cost of regulation in general is difficult to calculate, as
there are very few unbiased studies about regulation and growth. That
being said, one study estimates the cost of regulation in 2008 was $1.75
trillion. 2 53 In the same year, total expenditures by the U.S. government
were $2.9 trillion and 38% of the total was allocated for regulation
expenditures. 25 4 Regulations cost time, money, and effort since all
businesses must comply with regulations on the international, federal,
state, and local level. 255 To put the cost of regulation into perspective,
a recent journal estimated that federal regulations "reduced economic
249 See id. (listing industries that make up half worldwide BDA revenues at $81

billion).
25

1 See id. (providing industry revenue growth); see also Ricky Wayman,
Compound Annual Growth Rate: What You Should Know, INVESTOPEDIA (Sep. 24,
2019),
https://www.investopedia.com/investing/compound-annual-growth-ratewhat-you-should-know/ (defining CAGR as the mean annual growth rate of an
investment over a specified period of time longer than one year).
251 See supra note 248 and accompanying text (noting that United States is
undoubtedly a geographic leader, but the market is expected to shift its momentum
in favor of Asia).
252 See supra note 248 and accompanying text (discussing underlying numbers).
253 See Nicole V. Crain and W. Mark Crain, The Impact of Regulatory Costs on
Small

Firms,

SMALL

BusiNEss

ADMINISTRATION

(Sept.

2010),

https://www.sba.gov/sites/default/files/advocacy/The%20Impact%20of%20Regulat
ory%2Costs%20on%2Small%2Firms%20(Full)_O.pdf (describing government
regulation).
254 See generallyRichard Williams, The Impact of Regulation on Investment and
the U.S. Economy, MERCATUS CENTER-GEORGE MASON UNIVERSITY (Jan.

11,

2011),
https://www.mercatus.org/system/files/House%200versight%20Response%20on%
20Regulations%20and%2OEconomy%5B2%5D.pdf (calculating regulations cost in

budget).
255 See id. (noting concerns of compliance from different government levels).
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growth by about 2 percent per year between 1949 and 2005."256
According to the journal, "if federal regulations were still at levels seen
in the year 1949, current GDP would be $38.8 trillion higher." 2 7 If
true, the claim is staggering, but Big Data has been able to grow
Despite the
unchecked and unregulated since its inception. 25 8
economic benefits of Big Data for businesses - cost reductions,
products development, service improvements, targeted marketing,
operations optimization, and faster innovation in general - regulations
are a 'necessary evil' to protect the rights of consumers. 259
Historically, the United States government has balanced the
interest of businesses and consumers - "business has both prospered
and suffered as a consequence of government action [concurrently]
consumers have been protected from exploitive business practices [via
the] same government rules and regulations." 26 0 Large companies,
unlike small companies, can absorb the cost of regulations by
increasing their cost of business passed onto the consumers in
inconspicuous price increases. 2 6 1 The problem is that small businesses
are the heart of America's economy. 2 62 Regulation adversely affects
256

See generally Patrick McLaughlin, An Economy Buried by Regulations, U.S.

NEWS
(Aug. 27, 2013), https://www.usnews.com/opinion/blogs/economicintelligence/2013/08/27/regulations-cost-the-us-economy-trillions-of-dollars (citing
John Dawson and John Seater, Study on FederalRegulations andEconomic Growth,
JOURNAL OF ECONOMIC GROWTH (June 2013)).
257 See id. (emphasizing potential ramification of regulations of GDP).
258

259

See supra note 6 and accompanying text.
See generally Joseph Minarik, The Employment Report and the Stock Market,

COMMITTEE

FOR

ECONOMIC

DEVELOPMENT

(Dec.

10,

2018),

(describing business
https://www.ced.org/blog/entry/big-datas-economic-impact
model).
2See Marc Davis, Government Regulations: Do They Help Businesses?
INVESTOPEDIA
(Oct.
5,
2018),

https://www.investopedia.com/articles/economics/

11/government-regulations.asp

(discussinng past and future regulations on business).
261 See id. (illustrating differences in how businesses handle regulation).
262
See generally Michael Hendrix, RegulationsImpact Small Business and the
HeartofAmerica 'sEconomy, U.S. CHAMBER OF COMMERCE FOUNDATION (Mar. 14,
2017), https://www.uschamberfoundation.org/blog/post/regulations-impact-smallbusiness-and-heart-americas-economy (describing majority of businesses are small);
see also Geoffrey James, Government Regulation is Goodfor Business, CBS NEWS
(Oct. 25, 2010), https://www.cbsnews.com/news/government-regulation-is-goodfor-business/ (noting that according to the U.S. Small Business Administration
(SBA), "99 percent of all independent enterprises in the country employ fewer than
500 people" by contrast "47.7 million Americans work for firms with 500 or more
employees."); see also Small Business and the Corporation:Chapter4, U.S. DEP'T
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small businesses more than large companies because regulatory
compliance exerts a disproportionate burden on fixed costs. 2 63 Higher
fixed costs leads to less competitive prices against foreign companies
and generate a level of uncertainty in the marketplace, both of which
leads to reductions in investment and hiring. 264 Due to these
unintended consequences of regulations the CCPA, unlike the GDPR,
takes into consideration the impact of data privacy regulations on small
businesses and essentially exempts them based on the criteria for
covered entities. 2 65 By and large, regulatory accumulation "slows
down economic growth," however regulations do provide critical
consumer benefits. 2 66
3. Data Insurance
The uncertain implications of data privacy regulations will
have a significant impact on the operations of almost every company
engaged in commerce. 267 Therefore, GDPR and CCPA compliance
should be a "board-level priority" in order to comply with the
regulations and prevent financial consequences associated with
STATE (Feb. 15, 2010), https://usa.usembassy.de/etexts/oecon/chap4.htm
(providing statistics).
263 See id. (providing additional arguments against fixed costs).
21 See generally Scott Shane, Small Business's Problem with Government
Regulation,
SMALL
BUSINESS
TRENDS
(July
26,
2013),
OF

https://smallbiztrends.com/20 11/01/small-business's-problem-with-governmentregulation.html (highlighting impact of cost).
265 See generally Sammi Caramella, California'sOwn GDPR, How CCPA Will
Affect Small Business, BUSINESS NEWS DAILY (July 23, 2018),
https://www.businessnewsdaily.com/10960-ccpa-small-business-impact.html
(describing that CCPA exempts companies making less than $25 million, while
average revenue for small business is less and largely excluded, i.e. "businesses with
20 to 99 employees generate average revenue of $7,124,000." However, all
businesses should try to comply).
266 See McLaughlin, supra note 256 (discussing negative impact of regulations);
see also Geoffrey James, Government Regulation is Goodfor Business, CBS NEWS
(Oct. 25, 2010), https://www.cbsnews.com/news/government-regulation-is-goodfor-business/ (discussing positive economic impact of regulations, "No government
regulation = good for big business, bad for small business; Most government
regulation = good for big business, bad for small business; Some government
regulation = bad for big business, good for small business.").
26
' See Andrew Moylan and Andrew Wilford, How the California Consumer
Privacy Act Threatens Interstate Commerce, NATIONAL TAXPAYERS UNION
FOUNDATION (Oct. 18, 2019), https://www.ntu.org/foundation/detail/californiaattempting-to-make-national-lawagain (highlighting interstate commerce concerns).
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violations. 2 68 Specifically, companies will need to immediately
reevaluate their insurance policies to determine if coverage will
mitigate any or all of the risks related to the heightened regulatory
focus. 269 Data insurance is vital to protect against costly and complex
data breaches that happen more often than not, but not all insurance
policies are created equal. 270 For instance, some of the better and more
costly insurance plans provide outsourced services to lessen the
financial and reputation impact of privacy breaches and violations to
companies, including: "expert legal, technical, compliance, and public
relations services; victim notification and call center services,
regulatory penalties or lawsuits, forensic investigation, and ongoing
credit and data monitoring." 2 7 1 It is yet to be determined whether or
not insurance companies will cover the hefty fines associated with
regulations violations - 4% of worldwide revenue or E 20 million with
the GDPR or $750 per person with the CCPA - or if the terms and
conditions will exclude or limit such coverage.272 If insurance covers

268 See generally Ten things to know about data protectionfor insurers in the
EU,
NORTON
ROSE
FULBRIGHT
(Apr.
2015),
https://web.archive.org/web/20 190204040324/http://www.nortonrosefulbright.com/
knowledge/publications/127453/ten-things-to-know-about-data-protection-forinsurers-in-the-eu (illustrating importance of company-wide, executive level issue).
269 See Bob Dietzel, ImportantInsuranceRelatedProvisionswithin Commercial
Contracts,
KMRD
PARTNERS,
INC.
(Aug.
30,
2018),
https://kmrdpartners.com/2018/08/30/commercial-contract-insurance-provisions/
("A qualified insurance professional should be able to help craft clear, concise
requirements customized to fit the scope of your contract including...Information
Risk/Cyber Labiality."); see also Brian Heun, GDPR ComplianceIn The USA and 7

Ways to Prepare Your Business, KMRD

PARTNERS,

INC. (Dec, 11, 2019),

https://kmrdpartners.com/2019/12/11/gdpr-compliance/ (describing how to prepare
and noting states "falling in line" with additional compliance measures like Nevada

law).
270 See

id.

271 See generally Mark Schaeff, The Top Four Reasons Your Company Needs
Data Protection Insurance, SAGINAW BAY UNDERWRITERS (July 25, 2017),
https://sbuins.com/the-top-four-reasons-your-company-needs-data-protectioninsurance/ (emphasizing why data protection is important).
272 See Alan Friel, SB-1121 Does Not Fix the CA Consumer Privacy Act, But
Would Delay Enforcement, DATA PRIVACY MONITOR (Aug. 27, 2018),

https://www.dataprivacymonitor.com/state-legislation/sb- 1121-does-not-fix-the-caconsumer-privacy-act-but-would-delay-enforcement/ (noting CCPA and GDPR are
exempting some inherently data oriented companies like insurance companies and
health care providers, but additional "11' hour" amendments or exemptions will

likely follow).
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these hefty fines and other regulation requirements, premiums
associated with data insurance will surely rise. 273
F. Regulatory Developments on the FederalLevel
The development of privacy law in the United States, starting
with California's CCPA, stems from the failure of businesses to selfregulate by neglecting basic consumer rights time and again.2 74 The
passage of the CCPA may lead to costly individual state regulations
and could potentially be detrimental to economic efficiency. 2 75 Thus,
technology companies have lobbied the federal government to preempt
the states with the implementation of federal legislation governing data
privacy rights. 276 If legislation is implemented it will likely be
administered by the Federal Trade Commission, an agency that has
already taken action against data privacy breaches on its own
accord. 2 77 Federal data regulations are nothing new, President Obama
attempted to pass a consumer protection bill but the political pressure
was not available. 278 Today, President Trump is attempting pass data
regulations but it is unlikely it will accomplish anything especially in
the form of an Executive Order. 27 9 Ultimately, if Congress is unwilling
to act, a possible legal alternative is an industry or judicially-created
fiduciary duty. 280
1. The Privacy Act of 1974 and The Federal Trade Commission
Authority
Congress passed the Privacy Act of 1974, and subsequently
supplemented the law with the Privacy Act of 1980, establishing a
"code of fair information practices that governs ... information about

See generally Lauri Floresca, GDPR Liability and Fines: Will My Cyber
Insurance Cover
Them?,
WOODRUFF
SAWYER
(Mar.
6,
2018),
https://woodruffsawyer.com/cyber-liability/general-data-protection-regulationcyber-insurance/ (estimating increased premiums to determine if insurance policies
will 2cover
74 Seedata protection violations).
Adams, supra note 210 and accompanying text.
27s See supra note 232-266 and accompanying text.
276 See Bernstein, supra note 193 and accompanying text.
277
See supra note 281- 287 and accompanying text.
273

See infra note 288-293 and accompanying text.
See infra note 294-300 and accompanying text.
280
278

279

See infra note 301-307 and accompanying text.
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individuals ... by federal agencies." 2 8 1 Both of these Acts simply put
into place operational processes for the federal government, neither of
these Acts protected consumers from businesses nor enabled a private
cause of action for litigation to defend the right to privacy. 2 82
However, under 15 USC §45, Section 5(a), the Federal Trade
Commission ("FTC") has the authority to regulate "unfair or deceptive
acts or practices in or affecting commerce." 283 In 2016, the FTC used
the "flexibility and breadth" of its authority to extend "its regulatory
reach to the e-commerce impact of big data." 28 4 The Commission
argued "a material statement or omission that is likely to mislead a
consumer acting reasonably under the circumstances" covers
technological data concerns and initiated more than 100 privacy and
data security enforcement actions. 2 85 If Congress is unwilling to enact
legislation to protect consumers, the FTC may be directed to enact
more regulations within the current legal regime from the Executive
Branch. 286 On the other hand, if Congress is willing to enact legislation
to help protect consumers, the FTC will likely be the federal agency to
7
implement such consumer regulations. 28

281 See generally Privacy Act of 1974, U.S. DEPARTMENT OF JUSTICE,
https://www.justice.gov/opcl/privacy-act-1974 (last visited Feb. 20, 2020); see also
Privacy Protection Act of 1980, U.S. DEPARTMENT OF JUSTICE
https://www.justice.gov/jm/criminal-resource-manual-661-privacy-protection-act1980 (last visited Feb. 20, 2020); see also Stephen P. Mulligan, et al, Data Protection
Law: An Overview, CONGRESSIONAL REs. SERv. (Mar. 25, 2019) at 30-35,
https://fas.org/sgp/crs/misc/R45631.pdf (describing previous but limited privacy
acts).
282 See id. (discussing government not business impact).
283

See 15 U.S.C. §45, Section 5(a) (2012).

2See generally John K. Higgins, FTC Issues Regulatory Warning on Big Data

Use,
ECOMMERCE
TIMES
(Jan.
https://www.ecomiercetimes.com/story/83004.html
285

20,

2016),

See id. (summarizing commission findings on privacy law concerns).

286 See id. ("If a company violates a material promise-whether that promise is
to refrain from sharing data with third parties, to provide consumers choices about
sharing, or to safeguard consumers' personal information-it will likely be engaged
in a deceptive practice," it noted. Furthermore, "Companies that maintain big data
on consumers should take care to reasonably secure that data commensurate with the
amount and sensitivity of the data at issue, the size and complexity of the company's
operations, and the cost of available security measures.").
287
See id. ("The FTC has provided guidance on collecting, using, and protecting
the privacy of consumers, but focus on proper disclosures, keeping promises, and
maintaining adequate security.").
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2. President Obama and the Consumer Privacy Bill of Rights

Past presidential administrations have discussed the need for
privacy regulations, but few have been able to make any substantial
policy changes outside of the Oval Office. 28 8 Under President Obama,
the White House announced "a comprehensive review of the way that
big data will affect the way we live and work; the relationship between
government and citizens; and how public and private sectors can spur
innovation and maximize the opportunities and free flow of this
information while minimizing the risks to privacy." 289 The Obama
administration released the Consumer Privacy Bill of Rights "(CPBR")
in 2012 and sought feedback from privacy advocates and Big Data
companies alike. 290 Within the framework for protecting privacy and
promoting innovation it included the following principles - individual
control, transparency, respect for content, security, access and
accuracy, focused collection, and accountability.2 9 1 Unfortunately, the
CPBR was unable to gain bipartisan support on Capitol Hill, but it
emphasized and set the precedent that data privacy regulations are a
presidential-level issue. 292 In a speech, President Obama stated that
"even though we live in a world in which we share personal
information more freely than in the past, we must reject the conclusion

288 See Mulligan, supra note 281 and accompanying text.
289 See generally Big Data and the Future of Privacy, ELECTRONIC PRIVACY
INFORMATION CENTER,

https://www.epic.org/privacy/big-data/ (last visited Feb. 20,

2020) (recognizing national legislation needed but not formulated to extend
protection).
290 See id. (surveying. sought feedback on the following: "(1) What potential
harms arise. from big data collection and how are these risks currently addressed?,
(2) What are the legal frameworks currently governing big data, and are they
adequate?, (3) How could companies and government agencies be more transparent
in the use of big data, for example, by publishing algorithms?, (4) What technical
measures could promote the benefits of big data while minimizing the privacy risks?,
(5) What experience have other countries had trying to address the challenges of big
data?, (6) What future trends concerning big data could inform the current debate?").
291 See id. (listing principles enshrined in mock framework).
292 See Mickey Meece, President Obama's Consumer Privacy
Bill of Rights,
FORBES
(Feb,
23,
2012),
https://www.forbes.com/sites/mickeymeece/2012/02/23/president-obamasconsumer-privacy-bill-of-rights/#259cb65789ba ("...he says he expects any bill to
generate "vehement opposition from lobbyists on Capitol Hill, who represent these
large online companies with tremendous financial clout...It will be interesting to see
if the bill will be watered down by Congress, added Hayes, a professor at Pace").
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that privacy is an outmoded value. It has been at the heart of our
293
democracy from its inception, and we need it now more than ever."
3. President Trump and a Potential Executive Order on Data
Privacy
As of 2017, the Trump administration had interest in working
toward a proactive, rather than reactive, approach to consumer privacy
294
regulations via legislation, agency regulations, or Executive Orders.
The Trump administration's plan hopes to modernize federal law in
order to "spur greater domestic and even global regulatory
harmony." 29 5 Given the pro-business and deregulation agenda, it is
uncertain whether any regulations proposed by the current
administration will actually expand protections for consumers' data or
just make it easier for corporations to continue exploiting consumer
data and consumer rights. 2 96 All in all, a federal regulatory initiative
will be complex and difficult to pass given the varying special interests
29 7
It will be
groups and partisan politics in Washington D.C. today.
but
people"
all
impossible for federal regulations to be "all things, to
difficult decisions and bipartisan compromises will have to be made to
address the rapid, ever-changing advances in technology. 298 Federal
regulations will disrupt the economy, but differing international
standards and state law conflicts will involve an even bigger economic
299 The need for regulations
impact if not addressed sooner than later.
293 See White House Sets Out Consumer Privacy Bill of Rights, ELECTRONIC
PRIVACY INFORMATION CENTER (Feb. 23, 2012), https://epic.org/2012/02/whitehouse-sets-out-consumer-.html (quoting President Obama).
29 4
See Alan Charles Raul & Christopher Fonzone, Trump Admin Approach to
2, 2018),
(Oct.
Data Privacy and Next Steps, DATA MATTERS
https://datamatters.sidley.com/the-trump-administrations-approach-to-data-privacyand-next-steps/ (discussing administrations' intent to advocate pro-business
regulations).
295 See id. (deeming President Trump and his administration's data regulation
ideas as an "ambitious proposal" and "laudable goal").
296 See id. (describing Executive Order 12866, or "Reducing Regulation and
Controlling Regulatory Costs," requires repeal of two old regulations for each new
regulation).
297 See John D. McKinnon, Partisan Rift Threatens Federal Data-Privacy
17,
2019),
(Feb.
STREET
JOURNAL
WALL
Efforts,
https://www.wsj .com/articles/partisan-rift-threatens-federal-data-privacy-law11550422831 (reporting partisanship in negotiations).
298 See id. (discussing need for compromise).
299 See David McCabe, Congress and Trump Agreed they want a National
2019),
1,
(Oct.
It is nowhere in Sight, N.Y.T.
Privacy Law.
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is a priority now more than ever because if companies continue to go
unchecked, not only will they have the ability to use personal
information to make informed business decisions but will also have the
ability to "manipulate users, push agenda, or discriminate
surreptitiously" against consumers. 30 0
4. A Fiduciary Duty as a Hypothetical Solution
The imposition of a fiduciary duty, a legal or ethical
relationship of trust, between consumers and service providers may
help reduce "information asymmetries" and ensure personal
information is used in ways "consistent with users' expectations." 30 1
A fiduciary duty does not currently exists in the United States, but the
CCPA has taken steps to "level the playing field." 302 At this point,
there are only two ways to develop a fiduciary duty - "one involving
legal changes and the other involving industry changes." 30 3 Given Big
Data's lack of self-regulation and unwillingness to embrace industry
regulations, legal changes involving statutes and a fiduciary duty could
be an alternative to develop privacy rights. 304 In essence, implementing
a fiduciary duty in addition to statutory regulations, will ensure "that
the era of Big Data does not necessarily mean the end of personal
privacy." 305 Private action and public enforcement will help further
individual protections of fundamental privacy rights. 306 That being
said, to the dismay of privacy activists "some people may find the
tradeoff of privacy for convenience worthwhile, or come to accept this
diminution of privacy as inevitable, and perhaps not." 307

https://www.nytimes.com/2019/10/01/technology/national-privacy-law.html
(documenting no progress one year following original announcement and meeting).
300 See Ariel Dobkin, Information Fiduciaries in Practice:
Data Privacy and
User Expectations, 33 BERKELEY TECH. L.J. 1 (2018) (discussing fiduciary duty).
301 See id. at 19 (noting absence of fiduciary duty in United States).
302 See id. at 48 (referencing CCPA).
303 See id. at 47 (describing path).
304 See id. (noting that in order to legally develop a fiduciary duty there would
need to be "(1) a federal statute that impose the duty on service providers, and (2)
enforcement in courts." A federal statute should generally describe covered entities
and duty, but allow courts to determine what a "reasonable user" should expect. A
law will have to continue to develop and adapt with technology advances and way

we interact with it does too.).
305 See

id. at 49 (noting possibility of coexistence or fiduciary duty and
regulations).
30 See id. (strengthening argument ofjoint enforcement).
307 See id. (citing Justice Sotomayor).
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CONCLUSION

Progress for the sake of progress should be discouraged, at
some point lawmakers need to stop and regulate Big Data before the
federal government loses control of the data revolution all together.
Any new local, state, or federal data protection law will have intended
and unintended consequences. Now is the time for Congress to act
since states, lobbyists, and consumers are seeking guidance on data
regulations. According to the World Economic Forum, 83% of
Americans want tougher regulations for data privacy, and executives
30 8 The
from six technology companies are advocating for intervention.
global regulatory environment toward Big Data is not accelerating, it
is just catching up, and businesses are rightfully worried about the
economic impact. 309 The "tsunami of activity" involving Big Data
could cause business to suffer from regulation fatigue, especially since
3 10 Congress
additional legislation and increase litigation is inevitable.
needs to act swiftly to implement a federal regulatory framework for
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